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Executive Summary
Digital data streams interface seamlessly across 
much of today’s interconnected society, powering 
advancements across global communications, 
financial transactions, and retail sales. However, 
despite near-universal adoption of electronic 
health records (EHRs) and technological advances 
and regulatory impetus needed to spur health data 
interoperability, the health sector has not realized 
the full potential of data digitization. The authors of 
this discussion paper have found that the absence 
of a cohesive digital and data architecture is 
preventing the full realization of interoperability’s 
benefits, slowing innovation, impeding patient-
centered care, and enabling digital health infra
structure’s persistent fragmentation.

Robust interoperability is necessary but not 
sufficient. The authors of this discussion paper 
have found that progress in achieving interoper
ability now requires moving from a sole focus on 
data exchange to a more intentional digital and 
data architecture that establishes a common 
language and set of protocols for multimodal 
technology and data use; defines boundaries for 
modularity in systems, markets, and regulation; 
gives purpose to interoperability standards; and 
enables key cross-cutting features such as data 
liquidity and user-centered design. To assist the 
reader in better understanding these issues, this 
paper includes detailed comparisons with other 
highly regulated industries that have undergone 
digital transformation and achieved success in 
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one or more of these cross-cutting areas. The 
authors have also included specific case studies 
of how artificial intelligence (AI)-driven predictive 
analytics, telehealth, remote patient monitoring, 
and data sharing could create opportunities for 
better care coordination, reduced costs, and 
effective discovery for health concerns includ
ing cardiovascular disease, maternal and fetal 
health, cancer care, and diabetes. The authors 
also recognize the importance of aligning health 
care payment incentives with interoperable infra
structure and have emphasized a deregulatory 
approach that prioritizes interoperability standards 
over prescriptive EHR functionality.

In recent years, there has been significant 
progress in the development of data and technol
ogy standards. The authors thus urge “moving 
up the stack” to address known drivers of system 
misalignment, with particular focus on four areas:

1.	 Regulatory Complexity: Despite commitment 
to simplification and alignment with the 21st 
Century Cures Act, the lack of consistent and 
streamlined policies and regulatory frame
works in digital health—particularly around 
EHRs—creates confusion, increases admin
istrative burdens, and obscures the prioritiza
tion of core interoperability components (ONC 
HHS, 2020).

2.	 Industry Fragmentation: Diverse and dis
connected technology systems, payers, and 
providers prevent coordinated data exchange 
and interoperability, limiting care coordination 
and patient access to their own data.

3.	 Misaligned Financial Incentives: Current 
payment models and insufficient investment 
from government agencies, non-governmental 
organizations, and public-private partnerships 
fail to reward integrated and interoperable 
digital systems, limiting the ability to build 
scalable systems and improve care outcomes, 
particularly for underserved populations.

4.	 Resistance to Innovation: Perceived dis
ruptions from adopting new standards and 
technologies—especially AI-driven solutions—

create barriers to phased, manageable im
plementation through pilot programs and 
gradual integration.

Overcoming the inertia of an industry with limited 
direct consumer pressure may require the use of 
financial, regulatory, legal, and cultural interven
tions to gain the necessary leverage for greater 
system alignment. The authors have identified 
potential levers—meant to be implemented co
hesively rather than as individual interventions—
that could mobilize collective efforts and define 
long-term strategies to realize the envisioned 
digital and data architecture described in this 
discussion paper (see Table 1).

Introduction
Digital data undergirds many facets of today’s 
interconnected society, including e-commerce, 
instant messaging, social media, and virtual 
banking (Boston Consulting Group, 2023). Digital 
health—defined as computing platforms, connec
tivity, software, and sensors for health care and 
related uses—has permeated nearly every aspect 
of health care, including primary care, consumer 
health, public health surveillance, health education, 
specialty care, long-term care, behavioral health, 
pharmaceuticals, medical devices, and value-
based care arrangements (U.S. Food & Drug 
Administration, 2020). However, the health sector 
continues to lag in developing the robust digital 
health infrastructure necessary to fully realize 
these innovations, limiting potential gains in 
efficiency, access, prevention, diagnosis, treat
ment, discovery, and public health outcomes.

The digital health infrastructure is underdevel
oped despite the health care industry generating 
30 percent of the world’s data volume, equating 
to 2.3 zettabytes—one trillion gigabites—of data 
annually (Moore and Guichot, 2024). Despite the 
rapid production of newer and better medical 
evidence, the health system is currently unable to 
fully harness this knowledge for high-quality care. 
A typical hospital produces 50 petabytes—50 
million gigabites—of data per year, including 
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TABLE 1 | �Levers to Achieve Alignment and Drive Progress for Digital and Data Architecture

Misalignment Driver Levers to Achieve Alignment and Drive Progress

Regulatory Complexity •	 Prioritize a small set of foundational interoperability requirements. 
Regulation could focus on a limited number of high-value, standards-based 
capabilities such as SMART on FHIR (Fast Healthcare Interoperability 
Resources), Bulk FHIR, and Electronic Health Information (EHI) Export, 
while beginning to sunset certification requirements that are unrelated to 
interoperability (Boston Children’s Hospital, 2020; ASTP/ONC, 2025). Leaving 
most EHR functionality to market competition could concentrate investment 
on computable, scalable data exchange and reduce regulatory burden.

•	 Align federal agencies to create a coherent regulatory environment. 
Coordinated expectations across the Centers for Medicare & Medicaid 
Services (CMS), the Assistant Secretary for Technology Policy/Office of the 
National Coordinator for Health Information Technology (IT) (ASTP/ONC), the 
Office for Civil Rights (OCR), U.S. Food and Drug Administration (FDA), and the 
Federal Trade Commission (FTC) could harmonize privacy protections, patient 
access rights, market fairness, and interoperability expectations. Predictable 
and consistent regulatory signals could help health systems and developers 
modernize their digital infrastructure around a shared and scalable digital and 
data architecture.

•	 Empower patients to acquire, use and share their data. Comprehensive 
digital and data architecture, interoperability technology, and policy could 
enable patients to easily access, acquire, use, and share their information—
including multimodal data like clinical notes, images, device-generated 
measures, and -omics data—across clinical care, research, public health, 
and the direct-to-consumer (DTC) digital ecosystem. Supporting patient-
directed exchange could strengthen self-management, expand meaningful 
engagement, and allow individuals to direct their data to the tools and services 
that promote their health.

•	 Promote complementary interoperability standards. Encouraging the 
adoption of standards including FHIR Clinical Decision Support (CDS) Hooks 
and FHIR subscriptions could improve workflow integration and real-time 
information exchange (HL7 International, 2025). These standards could 
strengthen the usefulness of core application programming interfaces (APIs) 
without expanding prescriptive functional mandates for EHR systems.

•	 Incentivize and measure interoperability performance. Linking 
reimbursement, reporting, and administrative simplification to the effective 
use of standardized APIs could promote measurable outcomes like data 
timeliness, completeness, and usability. This linkage could shift attention 
from procedural compliance to improved coordination, user experience, and 
system-level performance, supporting quality measurement, value-based care, 
public health needs, and AI readiness.

Industry Fragmentation •	 Coordinate public awareness and messaging frameworks. Collaborative 
national campaigns that highlight the critical role of digital health in improving 
care quality and access and emphasize real-world examples could help make 
its value tangible to patients, providers, and other stakeholders.

•	 Leverage consumer demand for data access. Empowering consumers and 
patients to demand seamless and direct access to their own health data could 
create crucial market pressure on vendors, developers, and providers to adopt 
truly interoperable systems that enable individuals to own and control their 
health information.
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Misalignment Driver Levers to Achieve Alignment and Drive Progress

Industry Fragmentation •	 Strengthen accountability mechanisms. The Department of Health and 
Human Services (HHS) could establish and enforce robust accountability 
mechanisms to safeguard data privacy, ensure quality, and promote patient 
safety in health care delivery. Health information technology vendors whose 
products fail to meet interoperability requirements—like compliance with FHIR 
standards—could be held subject to fines and lose certifications mandated by 
ASTP/ONC.

•	 Develop flexible regulatory frameworks for AI systems. An independent 
regulatory framework could require or encourage routine audits or technology-
enabled continuous monitoring (algorithmovigilance) of AI systems to en
sure adherence to safety, quality, and effectiveness protocols and sharing via 
interoperability standards, providing transparency and fostering trust in these 
technologies.

Misaligned Financial 
Incentives

•	 Encourage strategic federal, state, and non-governmental investments. 
Federal agencies and non-governmental organizations could play 
complementary and collaborative roles to strengthen health care 
infrastructure.

•	 Build national infrastructure for a robust digital and data architecture.  
ASTP has made important progress in advancing standards and governance 
frameworks, but a dedicated authority, additional resources, and cross-
agency coordination will likely be needed to harmonize investments and 
sustain capacity to evolve the national digital and data architecture alongside 
emerging data standards and use cases.

•	 Empower providers and patients through digital literacy education. 
Universities, academic medical centers, and health professional societies 
could develop and implement training programs focused on digital health 
literacy, ethical data management, and patient engagement. Public health 
organizations and patient advocacy groups could spearhead educational 
campaigns to improve digital health literacy among patients and families.

•	 Establish federal workforce development programs. Federally-funded 
mechanisms that align with modern digital health competencies could help 
cultivate a workforce capable of translating advanced analytics into clinical 
practice, accelerating innovation, and spreading best practices throughout 
health systems.

Resistance to 
Innovation

•	 Promote integration of AI-powered decision support tools. Health systems 
could be incentivized to prioritize the responsible deployment of AI tools for 
CDS, such as early detection algorithms and risk stratification models. If 
deployed, these tools should be integrated into existing workflows, ensuring 
they augment rather than burden clinical decision making.

•	 Encourage the adoption of federated systems for collaborative AI 
development. This approach would allow multiple organizations to train 
AI models collaboratively without sharing protected health information, 
accelerating innovation while maintaining strict data privacy.

TABLE 1 | �Levers to Achieve Alignment and Drive Progress for Digital and Data Architecture 
Continued
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clinical notes, lab tests, medical images, sensor 
readings, genomics information, and operational 
and financial data (World Economic Forum, 2019). 
However, only 3 percent of these data are used for 
AI, analytics, downstream applications, and coor
dination across the health ecosystem that could 
improve patient experience, produce efficiencies, 
and result in better health outcomes (Moore and 
Guichot, 2024).

Currently, hospitals, public health organizations, 
policymakers, regulators, and other health facilities 
rarely have the capability to utilize health-relevant 
data collected outside clinical settings—including 
patient-reported information and data from wear
ables like smartwatches and rings (McGraw and 
Mandl, 2021). Furthermore, there are currently 
few mechanisms to collect insights into the social 
determinants of health—such as transportation 
access, education, and income—and environmental 
determinants like air pollution, food and shelter 
access, surface temperatures, chemical hazards, 
and animal and vector exposures.

High-quality digital and data solutions can have 
significant positive impacts on health and health 
care. In clinical settings, timely access to accurate 
and complete clinical data integrated with real-time 
CDS has been shown to improve care delivery per
formance, enhancing both timeliness and patient 
experience (Poissant et al., 2005). At a population 
health level, high-quality, real-time, interoperable 

data is essential for effective public health man
agement, including responses to pandemics and 
crises such as the opioid epidemic (Galea and 
Abba-Aji, 2024). The substantial influence of the 
social determinants of health underscores the need 
for holistic data collection to inform strategies that 
support healthier behaviors, reduce the burden of 
chronic diseases, and empower individuals and 
communities to achieve better health outcomes.

Digital health interventions have demonstrated 
wide-ranging favorable effects on health care 
spending across a range of areas, including video 
monitoring service systems, text messaging inter
ventions, web platforms, digital health portals, 
telephone support, and mobile phone-based sys
tems and applications (Gentili et al., 2022). Perhaps 
most notably, most current commercial EHR 
systems were originally built to replace a hand-
written medical record and maximize financial 
performance in a fee-for-service payment envi
ronment (Sinsky et al., 2020). Clinical operations, 
process execution, changes and improvements 
in patient quality, automating data entry and 
calculation to reduce workforce burdens, and 
identifying errors to prevent future problems were 
added as secondary and tertiary functions within 
that initial financially-focused framework.

The lack of an overarching digital and data 
architecture that enables the use of multimodal 
clinical and biological data alongside informa

Misalignment Driver Levers to Achieve Alignment and Drive Progress

Resistance to 
Innovation

•	 Establish AI validation and monitoring protocols. Establishing algorithmo
vigilance programs to enable monitoring of AI tools that adhere to LHS 
principles could assist patients and providers in knowing that such algorithms 
meet safety, fairness, and performance standards before and after deployment 
(National Academy of Medicine, 2025). Criteria for these programs could 
include effectiveness thresholds, bias mitigation, explainability, and standards-
based monitoring. Certification paradigms could be considered as well.

TABLE 1 | �Levers to Achieve Alignment and Drive Progress for Digital and Data Architecture 
Continued

SOURCE: Created by authors.



Page 6

NAM DISCUSSION PAPER

Published March 9, 2026

tion about the social and environmental drivers of 
health is a fundamental obstacle to realizing the full 
benefit of digital health tools. This gap also results 
in a health care technology industry that is less 
well-organized and productively innovative than 
other regulated industries that have undergone 
digital transformation. Additionally, the legal and 
regulatory framework for current and future EHR 
development is woefully inadequate and trails 
behind technology developments. An optimal 
digital and architecture requires an organized and 
mature framework that allows for future innovation. 
If left unaddressed, this lack of digital and data 
architecture will stifle medicine’s progress, reduce 
health care efficiency, increase the potential for 
automation bias, disrupt the health workforce eco
system, limit quality improvement and medical 
error reduction, and widen gaps in care for low 
income and rural settings (Zhao et al., 2024).

The underlying framework for this discussion 
paper is the Learning Health System’s Shared 
Commitments Trust Framework (NAM, 2025c). The 
Framework has been stewarded by the National 

Academy of Medicine (NAM) since 2006 when the 
concept of a LHS was conceived and embedded 
in the charter of what is now the NAM Leadership 
Consortium (NAM, 2025b). A LHS is defined as 
one in which science, informatics, incentives, and 
culture are aligned for continuous improvement, 
innovation, and equity—with best practices and 
discovery seamlessly embedded in the delivery 
process, individuals and families as active par
ticipants in all elements, and new knowledge 
generated as an integral by-product of the delivery 
experience (McGinnis et al., 2024).

Table 2 presents the Shared Commitments, which 
provide common ground aims for every organiza
tion engaged in the advancement of health.

To help inform a path forward, including the work 
of the Commission on Investment Imperatives for 
a Healthy Nation, the National Academy of Medi
cine (NAM) convened an expert working group to 
outline a shared vision and potential actions for 
improving industry fragmentation around digital 
infrastructure and ensuring that the potential of 
data digitization is realized. As part of this core ef

TABLE 2 | �Shared Commitments: A Trust Framework for Continuously Learning Health System

Engaged Gives primacy to understanding, caring, and acting on people’s goals.

Safe Deploys verified protocols to safeguard against risk from unintended harm.

Effective Applies continuously updated evidence to target goal achievement.

Efficient Delivers optimal outcomes and affordability for accessible resources.

Fair Advances parity in individual opportunity to reach full health potential.

Accessible Provides timely, convenient, interoperable, and affordable services.

Accountable Identifies clear responsibilities, measures that matter, and reliable feedback.

Transparent Displays full clarity and sharing in activities, processes, results, and reports.

Secure Embeds safeguards in access, sharing, and use of data and digital/AI tools.

Adaptive Centers continuous learning and improvement in organizational practices.

SOURCE: Created by authors.
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fort to advance a LHS and foster alignment within 
the health sector toward a value-based health care 
system, the author group:

•	 Examined the current landscape of data and 
digital health in the health care sector,

•	 Highlighted knowledge gaps in need of 
further exploration,

•	 Identified the health and economic costs of 
maintaining the status quo,

•	 Identified the legal, regulatory, cultural, and 
other levers available to increase alignment, and

•	 Outlined strategies to build the will to apply the 
levers to the right opportunities.

Digital Health Landscape
The US health data infrastructure is a complex 
system that attempts to support health care 
data interoperability, quality measurement and 
improvement, use in public health, privacy and 
security, and health care access. However, it suf
fers from the lack of a comprehensive digital and 
data architecture that can unify and organize the 
continual technological evolution of the disparate 
systems and standards used across the ecosystem 
(Abernethy et al., 2022). This gap hampers the 
efficient flow of information, leading to fragmented 
data silos. Such fragmentation not only reduces 
technical capability but also hampers innovators 
in deploying new technologies system-wide. An 
overarching and flexible digital and data archi
tecture could establish a common language and 
set of protocols for all systems, enabling seamless 
data exchange and integration.
This section describes how health care’s current 
data infrastructure impedes interoperability, quality 
measurement and improvement, highlighting the 
current state of and future directions for improving 
the health data landscape.

Interoperability

Interoperability refers to the ability of different 
health information systems, devices, and ap
plications to access, exchange, integrate, and 
cooperatively use data in a coordinated manner 

within and across organizational boundaries, 
providing timely and seamless portability of infor
mation (HIMSS, n.d.). It is a critical component for 
achieving a fully integrated health system.

Rates of EHR and other digital tool adoption have 
been rising, driven by incentives from the Health 
Information Technology for Economic and Clinical 
Health (HITECH) Act and the Meaningful Use 
program (Blumenthal, 2011). However, adoption 
rates vary widely among health care providers, 
with larger health systems and hospitals showing 
higher rates compared to smaller practices 
(Charles et al., 2014). Interoperability challenges 
arise from the wide range of health data—spanning 
biomedical, clinical, community, and public health 
organizations—and the varied priorities of health 
system stakeholders. Differences in data formats, 
terminologies, and standards across EHRs, labora
tory systems, imaging systems, payment systems, 
quality measures, wearables, and other digital 
health information systems impede seamless 
data exchange. Additionally, health care providers, 
payers, patients, caregivers, and regulatory bodies 
often have conflicting goals and requirements for 
managing patient privacy and achieving objectives 
beyond health care delivery—including clinical trial 
matching, disease surveillance, post-market mon
itoring of regulated products, quality and value 
measures, discovery research, or nudging lifestyle 
adjustments to improve well-being and prevent 
disease—that prevent cohesive movement toward 
a singular goal (Adler-Milstein and Jha, 2014).

Ensuring patient access to their health data and 
secure data sharing among providers has been a 
central priority for ONC and, more recently, the 
ASTP (see Figure 1). These efforts aim to em
power patients, enhance care quality, and support 
streamlined, secure health information exchange 
across sectors. While significant interoperability 
exists today, with nationwide networks conducting 
40 to 50 million daily transactions of standardized 
medical records, critical gaps remain in achieving 
the seamless, computable data exchange needed 
for a true LHS (ONC/ASTP, 2023).
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Regulatory Foundations for Interoperability

A central focus of the ASTP/ONC has been 
implementing provisions of the 21st Century 
Cures Act, which requires that patients can use 
certified health information technology to access 
all elements of their health records via an API 
without “special effort” (Mandl and Kohane, 2017). 
ASTP/ONC’s pivotal rulemaking includes the 
21st Century Cures Act Rule, which specifies the 
“how” in removing barriers to interoperability and 
expanding the scope of data sharing (21st Century 
Cures Act, 2020; Mandl and Kohane, 2020). The 
Rule combats information blocking to ensure that 
patients and providers have seamless access to 
health data and establishes a federal framework 
for secure and interoperable exchange.

Core FHIR APIs for Interoperability

A small set of standardized APIs—SMART on FHIR 
for individual-level access, Bulk FHIR for population-
level exchange, and the EHI Export capability 

for full-record portability—form the essential 
technical backbone of a modern digital health 
ecosystem (Mandel et al., 2016). Together, they en
able consistent and computable data flow across 
clinical, administrative, research, and patient-
facing applications. As part of this backbone, 
the United States Core Data for Interoperability 
(USCDI) defines the nationally-required set of 
clinical data classes and elements that certified 
FHIR APIs must support—including the full text 
of patient clinical notes, a critical component in 
the era of natural language processing and large 
language models (ASTP, 2025a).

CMS’s Interoperability and Prior Authorization 
Final Rule extends API-based interoperability 
beyond EHRs by requiring Medicare Advantage, 
Medicaid, Children’s Health Insurance Program 
(CHIP), and Exchange plans to implement FHIR 
R4 APIs for prior authorization, payer-to-payer ex
change, and provider access effective January 1, 
2027 (Centers for Medicare & Medicaid Services, 

FIGURE 1 | ASTP Foundational Elements for Interoperable Health Data Exchange
SOURCE: Created by authors.
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2024). These requirements apply to public payers 
as well as private insurers operating Medicare 
Advantage, Medicaid managed care, CHIP man
aged care, and Exchange plans, making it the first 
federal rule to require FHIR-based interoperabil
ity within the private insurance market. The Rule 
bridges clinical and claims data exchange and 
advances a shared digital and data architecture 
across provider EHRs and CMS’s value-based care 
initiatives. It also builds on CMS’s earlier Inter
operability and Patient Access Final Rule, which 
established the first FHIR-based Patient Access 
API and Provider Directory API requirements for 
Medicare Advantage, Medicaid managed care, and 
Exchange plans, forming the foundation for CMS’s 
expanding FHIR ecosystem (Centers for Medicare 
& Medicaid Services, 2020).

SMART on FHIR: Individual-Level Access and 
App Integration

SMART on FHIR provides a uniform mechanism 
for patients and clinicians to connect applications 
to EHRs (Mandel et al., 2016). By making stan
dardized data transparent—including structured 
elements and clinical notes—the program supports 
patient-mediated exchange, consumer applica
tions embedded into major mobile operating 
systems, and clinician-facing applications that run 
directly within EHR workflows (Mandl and Kohane, 
2009; Mandl and Kohane, 2016). The value of this 
mechanism lies not in the mechanics of the proto
col but in enabling a flexible ecosystem where 
tools can work across health systems without 
custom integration.

Bulk FHIR: Scalable Population-Level Data 
Exchange

Bulk FHIR enables standardized extraction of 
population-level clinical data without the custom 
mapping traditionally required for research, public 
health, or value-based care initiatives (Mandl et al., 
2020; Boston Children’s Hospital, 2022; McMurry 
et al., 2024). Early deployments of this mech
anism have demonstrated the potential for “push-
button population health,” but have also unearthed 
performance constraints that underscore the need 

for continued maturation to ensure speed, scal
ability, and timeliness comparable to traditional 
methods of exporting data (Jones et al., 2024). 
Toolkits have emerged to assess data quality and 
performance, supporting more consistent use of 
the API across diverse health systems (EHR Good 
Neighbor, n.d.).

However, Bulk FHIR remains a developing 
capability. Few EHR systems use FHIR as their 
native storage model and the standard currently 
lacks a fully unified approach for defining and 
exchanging patient cohorts. These issues create 
operational and architectural challenges when 
handling large, ad-hoc population-level extracts. 
Yet, FHIR’s value lies precisely in providing a 
common, well-documented interoperability layer 
across otherwise incompatible systems—an 
essential alternative to today’s institution-specific 
proprietary exports that require repeated, site-by-
site data mapping. Early implementations of the 
mechanism also show that high-performance Bulk 
FHIR export is achievable. For example, instances 
such as Regenstrief Institute’s implementation 
demonstrate rapid export rates when appropri
ately engineered, and several organizations have 
reported that running exports against analytic 
servers rather than transactional systems can 
fully isolate performance impact (McMurry et 
al., 2024). While underinvestment has resulted in 
uneven performance across current EHR imple
mentations, work focused on new standards for 
cohort-definition APIs and the growing use of Bulk 
FHIR in production environments underscore both 
the feasibility and the momentum toward wide
spread adoption of this approach. Continued 
regulatory and market pressure can help ensure 
that vendors invest in scalable and reliable Bulk 
FHIR capabilities that serve patients, providers, 
and the broader LHS.

EHI Export: Full-Record Portability and 
Completeness

The 21st Century Cures Act’s requirement for EHI 
Export capability aims to help ensure comprehen
sive access to an individual’s entire health record—
including unstructured content, non‑USCDI ele



Page 10

NAM DISCUSSION PAPER

Published March 9, 2026

ments, and historical data—via standardized 
mechanisms aligned with patient privacy and 
access rights. However, the current certification 
criterion requires vendors to make full record 
exports available but does not specify an API for 
patient-initiated, application-based retrieval. This 
gap limits the ease with which individuals and their 
applications can obtain a complete copy of their 
records (Phelan et al., 2024). Full-record portability 
remains especially important for AI-supported care 
and transitions requiring longitudinal clinical detail.

Complementary Standards That Enhance 
Practical Use

Workflow-oriented standards such as CDS Hooks 
and FHIR subscriptions extend the functionality of 
SMART and Bulk FHIR by enabling event-driven 
alerts, CDS calls, and real-time notifications 
(HL7 International, 2022; Assistant Secretary 
for Technology Policy, 2025). These comple
mentary standards enhance usability and timeli
ness, enabling information to surface at the right 
moment in clinical workflow.

Trusted Exchange Framework and Common 
Agreement (TEFCA) - A Nationwide Exchange

Authorized by the 21st Century Cures Act and 
formalized through the Health Data, Technology, 
and Interoperability Final Rule, TEFCA establishes 
a nationwide “network-of-networks” to enable 
query-based exchange across health systems, 
payers, and public health agencies (Assistant 
Secretary for Technology Policy, 2025). TEFCA 
builds on and connects long-standing ex
change networks such as Epic Care Everywhere, 
Carequality, and CommonWell, offering a uni
fied set of policies and “rules of the road” to 
enable more consistent nationwide exchange 
(Carequality, 2025; CommonWell Health Alliance, 
2025; Epic, 2025). While TEFCA is complemen
tary to API-based exchange—providing record 
location and document-based retrieval at scale—it 
is increasingly aligned with SMART on FHIR and 
Bulk FHIR standards. Together, TEFCA and API-
based approaches could form a dual infrastructure: 

TEFCA for broad, trust-based connectivity across 
organizations; and FHIR APIs for computable, 
fine-grained data access needed for clinical care, 
quality measurement, and AI development.

Why These FHIR Capabilities Matter for a 
Unified Digital and Data Architecture

Collectively, SMART on FHIR, Bulk FHIR, EHI Export, 
and their complementary standards constitute the 
minimal interoperability infrastructure required for 
a LHS. They reduce system-to-system variability; 
simplify the deployment of innovative tools; and 
create a stable substrate for quality measurement, 
value-based care, AI development and monitoring, 
clinical research, and patient engagement (Mandl 
et al., 2020; McMurry et al., 2024). Focusing on 
this small set of foundational capabilities—rather 
than expanding an ever-growing list of technical 
mandates—will help support data liquidity, clear 
investment priorities, and scalable innovation. 
CMS is operationalizing this alignment through 
its broader Health Technology Ecosystem ini
tiative, which now incorporates the FHIR-based 
Beneficiary Claims Data API, Data at the Point of 
Care API, and the newly finalized Prior Authori
zation API (CMS, 2025a). The initiative also 
includes a National Provider Directory infrastruc
ture and expanded consumer-access APIs so that 
individuals, applications, payers, and providers can 
securely locate provider endpoints and access 
health data. Together, these capabilities help form 
a unified digital ecosystem that enables data flow 
between providers, payers, and patients—laying 
the technical foundation for CMS’s value-based 
programs (CMS, 2025).

Privacy Foundations for Interoperability

As has been widely documented, the Health 
Insurance Portability and Accountability Act 
(HIPAA) is poorly aligned with modern interoper
ability realities (Mandl and Perakslis, 2021; McGraw 
and Mandl, 2021). Its de-identification provisions 
have become increasingly inadequate in the face of 
rich, multimodal data sources that make re-iden
tification possible even when standard HIPAA 
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safe-harbor techniques are applied (Mandl and 
Perakslis, 2021). Moreover, a growing proportion 
of health-relevant data—including data generated 
by consumer applications, wearables, and DTC AI 
tools—fall entirely outside HIPAA’s protections, 
leaving patients with no enforceable rights or 
privacy guarantees once their information moves 
beyond traditional covered entities (McGraw and 
Mandl, 2021). These gaps fundamentally limit the 
trustworthiness of seamless data flow and must be 
addressed to ensure that interoperability advances 
do not inadvertently increase privacy risks.

Resource Needs for Interoperability

Integrating digital health information systems into 
health care settings requires overcoming technical 
and organizational barriers such as legacy systems, 
limited technical expertise, and large financial 
investments (Boonstra et al., 2014). Effective 
integration demands strong stakeholder collab
oration, comprehensive training, and ongoing 
support. Mobilizing computable biomedical know
ledge involves translating clinical guidelines and 
evidence into machine-readable formats for inte
gration into health IT systems, and modernizing 
digital health education and training is essential 
to prepare the health care workforce for the future 
(Shiffman et al., 2004; Tso et al., 2016).

However, the question of incentives underly 
all these challenges. Simply put, there are not 
sufficient incentives—financial or other—for one 
clinician or health system to ensure their records 
are interoperable so that other clinicians or health 
systems can access them. In fact, the inexorability 
of interoperability may result in patients remain
ing with a health care system primarily due to the 
difficulty of changing institutions. However, EHR 
uptake provides a critical lesson learned. Prior to 
the passage of HITECH, there was little adoption of 
EHRs or other digital health technologies—even de
spite consumer pressure for a public health record 
as early as the 1920s and for computerized records 
as early as the 1960s (Millenson, 2000; Everson et 
al., 2020). EHR adoption only accelerated when 
funding, provided by HITECH, was in place. A similar 

national funding push for interoperability may be 
necessary to see a similar shift in momentum. 

Accomplishing these objectives requires a more 
cohesive digital and data architecture—one that 
enables seamless information sharing through a 
streamlined set of standardized functions across 
the entire health system, while also clearly defining 
the components of model systems and explicitly 
addressing “why” and “where” such sharing should 
be leveraged.

Standardized data exchange is a defining feature 
of an effective digital and data architecture, and 
the Internet offers an instructive comparison. In 
1989, Tim Berners-Lee built the first website to en
able document sharing among scientists (CERN, 
n.d.). Rather than stopping when he achieved this 
technical success, Berners-Lee then established 
the World Wide Web Consortium in 1994, standard-
izing concise specifications for the new system, 
including HTML (World Widte Web Consortium, 
2025). The interoperability established by this ef-
fort and built on existing internet infrastructure 
rapidly sparked innovation, creating ecosystems 
that support commerce, search, communications, 
location services, and entertainment. Analogous-
ly, the widespread adoption of standardized APIs 
could create a similarly transformative impact on 
health care. Just as HTML became a foundation-
al specification for the internet, FHIR APIs could 
serve as a foundational layer for health informa-
tion exchange, fostering a health care ecosystem 
capable of continuous innovation, interoperability, 
and improved patient outcomes.

Digital health tools and innovations can only 
reach their full potential when they are built with
in a describable digital and data architecture. 
Health information that flows seamlessly between 
providers and patients can cultivate care that is 
better coordinated and uses resources more judi
ciously. By sharing data across settings, hospitals 
and primary care providers can work together to 
keep patients out of the hospital—for instance, 
through improved follow-ups after discharge to 
prevent readmission, facilitated by accessible 
digital discharge summaries and medication lists. 
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By continuing to refine standardized approaches 
to accessing and sharing health data, health care 
is beginning to create the necessary infrastruc
ture for a more connected, efficient, and patient-
centered system. Ensuring that these advances are 
implemented in all care locations—from academic 
medical centers to community health settings—will 
be essential for success.

Quality Measurement and Improvement

In an ideal setting, care quality would be measured 
directly by health outcomes such as stroke, 
myocardial infarction, or major diabetes compli
cations—data that are typically rigorously collected 
within clinical research environments. In routine 
practice, however, real-world administrative data 
(e.g., claims or EHRs) are commonly used as 
proxies to assess quality and approximate clinical 
outcomes. Yet these administrative measures often 
reflect health care system activities rather than 
true health outcomes, overlooking the significant 
influence of community factors on individual health. 
As data collection in an increasingly digital world 
expands, there are new opportunities to define 
more comprehensive quality metrics that capture 
individuals’ health throughout their daily lives.

The capacity to define, measure, and improve 
care quality depends fundamentally on the health 
data infrastructure’s strengths and limitations. A 
notable example of this relationship is the medica
tion adherence quality measure, a triple-weighted 
metric within the Medicare Advantage Star Ratings 
system (Borrelli et al., 2025). Consistent medication 
use has been shown to improve health outcomes, 
decrease total cost of care, and decrease the 
development of medication resistance to diseases 
ranging from hypertension to HIV (Garcia et al., 
2022). The value of improving patient medication 
adherence is well-established, but limitations in 
the ability to directly measure such adherence 
have incentivized low-value behaviors like using 
administrative data—based on paid claims for 
refills— as a proxy. In response to the prioritization 
of these measures, providers and insurers have 
adopted workflows promoting automatic 90-

day refills, which generate continuous claims 
regardless of true medication use. Some have 
called for discontinuing this adherence mea
sure, citing increased expenditures without clear 
improvements in health outcomes (DuBard et 
al., 2024).

Measuring quality is also particularly challenging 
in the US due to fragmented health data. As pa
tients move between hospitals, nursing facilities, 
and primary care providers, crucial information can 
be lost due to data silos. This fragmentation often 
leads to critical missing data elements, compromis
ing research inferences and introducing bias (Little 
et al., 2012). It also limits accurate measurement 
of clinical outcomes and fails to capture the social 
determinants of health. Evaluating the impact of 
interventions on quality thus requires improved 
data coordination across all care settings (Arora 
et al., 2022). Emerging tools, which benefit from 
interoperability standards and trusted data ex
change, can increasingly map disparate data into 
secure repositories. Hosting data securely in the 
cloud allows powerful analytics to be run on a 
wide range of data sources, improving measure
ment of intermediate and final health outcomes. 
Technologies that extend measurement beyond 
clinical settings, such as mobile health apps that 
capture daily medication use, also offer promise for 
enhancing quality metrics compared to traditional 
claims-based approaches (Dayer et al., 2013).

Stronger data infrastructure will also help 
advance quality improvement. Although evidence-
based best practices are well documented in 
clinical guidelines, they are rarely available as 
computable artifacts that can be integrated into 
electronic workflows. Centralized efforts in the 
US, such as the CMS Universal Foundation and 
the Healthcare Effectiveness Data and Information 
Set (HEDIS) Digital Quality Measure initiative are 
driving the development of a data infrastructure 
for electronic quality reporting and improvement 
(National Committee for Quality Assurance, n.d.). In 
addition to these centralized efforts, providers are 
also beginning to experiment with new generative AI 
tools to support quality improvement programs at 
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the program level (Arora et al., 2022; Howell, 2024). 
Current applications are mostly task-specific, such 
as detecting the presence of cancer or predicting 
outcomes such as length of stay, readmission, 
mortality, or discharge diagnoses (McKinney et 
al., 2020). In the future, documentation processes 
within quality improvement workflows could also 
be improved to make data collection more com
plete and less burdensome for providers so that 
effort can be shifted toward analysis and driving 
quality improvement cycles (Howell, 2024).

Community Support of Population Health

Managing population health may now include the 
use of data from applications that monitor wellness, 
chronic disease management, or fitness (Wienert 
et al., 2022). As individuals may be hesitant to share 
such information, community advisory boards 
could serve as a mechanism for assisting in their 
collection and with analysis and implementation 
of improvements within that community (Guzman 
and Heintzman, 2024). Community-based par
ticipatory research, design thinking, and human 
factors research and development can encour
age both incremental and evolutionary innovation 
and build community trust to ensure that digital 
health platforms truly address health disparities 
and access.

Accessibility

Across the landscape of digital health, accessibility 
is a critical yet often underappreciated component 
of health data infrastructure. Prior frameworks 
highlight that while the rapid development of 
cyberinfrastructure holds great promise for enhan
cing population and individual health, it also risks 
perpetuating existing inequities if not carefully 
managed (Shaikh et al., 2011; Badr et al., 2024). 
These disparities, some of which may be rooted 
in race, ethnicity, social class, and geography, are 
linked to access to communication and information 
resources (Badr et al., 2024)3.

This idea provides a foundation for understanding 
how digital health infrastructure, if not designed 
with the elimination of disparities in mind, can 

exacerbate those same disparities. The digital 
divide—the unequal distribution of broadband 
access and digital literacy—has been cited as 
a significant barrier to the appropriate use of 
health data to improve individual and population 
health outcomes, and more recent thinking in
cludes communication technologies as important 
components for addressing health disparities 
(Benda et al., 2020; NCDIT, 2025). The Federal 
Communications Commission developed a com
prehensive body of work on the intersection of 
access to broadband and health, highlighting how 
variation in digital access impacts health outcomes 
(Federal Communications Commission, 2022). The 
United Nations International Telecommunication 
Union further delineates the challenges of global 
digital connectivity into two primary categories: 
universal connectivity and meaningful connectivity 
(ITU, 2022). While universal connectivity refers to 
the basic availability of internet access, mean
ingful connectivity emphasizes the importance 
of using the internet to improve lives. This dis
tinction underscores the need for digital health 
infrastructure to be both accessible and used in 
ways that enhance health and well-being. The 
Brookings Institute expands on this distinction 
by defining seven types of digital access neces
sary for bridging the digital divide: physical, 
financial, socio-demographic, cognitive, insti
tutional, political, and cultural (Signe, 2023). These 
dimensions of access reflect the complex interplay 
of factors that influence whether individuals and 
communities can effectively engage with digital 
health infrastructure.

Telehealth and virtual care have become critical 
components of digital health infrastructure, 
drastically expanding remote access to essential 
services and health information, especially in the 
wake of the COVID-19 pandemic. However, the ef
fectiveness of these technologies depends on the 
accessibility and interoperability of health data. 
To incentivize the sharing of health information by 
health care providers, Inland Empire Health Plan, 
one of the ten largest Medicaid health plans and 
the largest nonprofit Medicare-Medicaid plan in 
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the United States, has taken an innovative ap
proach: adding financial incentives for sharing 
health data to its quality pay-for-performance 
programs (Juhn and Galvez, 2022). Broadening 
equitable access to telehealth and virtual care 
will require both regulatory interventions and the 
development of business models that reward data 
sharing and collaboration among stakeholders.

There are also concrete barriers that impede 
the establishment of a comprehensive health data 
infrastructure, including outdated data strategies, 
regulatory barriers that cause vendor lock-in, a 
lack of solution architects, insufficient training, 
and high costs. These challenges highlight the 
need for a modern data strategy that prioritizes 
interoperability, innovation, and user-centered 
design. For example, patient portals that are both 
accessible and user-friendly can be crucial to 
ensure that patients can effectively engage with 
their health data.

Investment in more accessible and meaningful 
consumer- and community-centered digital health 
is an important step in addressing the digital 
divide. However, resistance to digital health tool 
adoption among health care providers—whether 
due to concerns about EHRs, workload, financial 
constraints, AI tools, or other issues—remains a 
signifi cant obstacle (Borges do Nascimento et al., 
2023). Overcoming this resistance requires a com
mitment to responsible use and increasing public 
trust, supported by policies that address informa
tion blocking, data sharing, and privacy regulations 
such as HIPAA. Public-private partnerships play a 
crucial role in this effort, and an emphasis should 
be placed on collective efforts in technology and 
training to enhance accessibility to these tools (The 
ACT Report, 2021). These efforts could help foster 
public trust, ensure compliance with data-sharing 
regulations, and promote responsible use in digital 
health infrastructure.

Direct-to-Consumer Artificial Intelligence

DTC health care models represent an emerging 
force within the evolving AI ecosystem, driven by 
large technology companies and startups that 

rapidly deliver AI-powered health care directly 
to patients (Mandl, 2025).These models bypass 
traditional health care organizations by lever
aging extensive consumer data from social 
media, search behaviors, and personal devices 
to provide hyper-personalized and accessible 
health interventions. While DTC approaches 
offer scalability, convenience, and novel forms of 
patient engagement, they also pose critical chal
lenges, including regulatory ambiguities, potential 
disparities in digital access, and concerns regard
ing data privacy and commercialization that could 
prioritize financial outcomes over patient welfare.

Issues for Digital and Data 
Architecture
As outlined above, the current lack of a com
prehensive digital and data architecture results 
in signifi cant barriers to delivering optimal health 
and health care. This gap is both costly and puz
zling because in other regulated industries, 
digital technologies have had a more obviously 
and thoroughly transformative impact—raising 
the question of why health care has not followed 
the same trajectory. By improving connectivity 
between stakeholders and providing the means 
for obtaining insights from data that boost pro
ductivity and quality, these other industries have 
seen faster innovation over time. Crucially, the 
“divisions of labor” between industry, consumer 
groups, policymakers, and regulators get produc
tively reformulated in ways that not only help to 
speed progress on technological advancements 
but also help align incentives across the relevant 
ecosystems (Lamarre et al., 2023).

What is Missing in Digital Health?

In the search for answers, there may be a strong 
temptation to fixate on specific technology 
solutions, or “technological silver bullets.” For 
example, one easy conclusion might be that if there 
was better health data interoperability technology, 
then the persistent siloing of health data might be 
relieved. But as the previous discussion on data 
interoperability progress reveals, new technology, 
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on its own, will not solve health care’s problems. 
While there is no doubt that data interoperability—
among other changes—is critically necessary to 
achieving a LHS, in this section the authors argue 
that the core issues are not merely technological, 
or even socio-technological, but architectural.

The concept of architecture is central to any 
technologically mature industry. To explain this 
concept, Appendix A uses analogies from three 
other industries—ranging from loosely- to tightly-
regulated—to describe how architecture functions 
as a central organizing framework that encourages 
innovation, facilitates the alignment of incentives 
across the ecosystem, and accommodates 
continual evolution of products and services.

The Health Care Industry and its Digital and 
Data Architecture Immaturity

In the US, there has been a great deal of progress 
over the past three decades on health care 
digitization. At the turn of the century, some 
estimates state that fewer than 15 percent of 
patient health records were digital—and today, 
nearly all are (ASTP, n.d.). The instruments of 
health care delivery, such as medical devices, are 
also largely digital, including consumer-oriented 
devices such as smart watches and continuous 
glucose monitors.

Furthermore, the health technology industry 
and regulators have shown an increasing ability 
to work together. For example, over the past dec
ade, progressive statutory pressure and federal 
rule-making—in parallel with the development of 
technology standards—have enabled patients to 
electronically access their health data. Over time, 
the data made available to patients is expected 
to increase and a more active data ecosystem 
may emerge that includes low barriers to entry, 
coherent addressable markets, and a well-defined 
foundation of government policies and open stan
dards. Indeed, these are the beginnings of mature 
digital technologies and policy making capabilities, 
but when viewed as an industry undergoing digital 
transformation, the health care enterprise is far 
less mature than its peers in many key respects, 

with perhaps the most critical aspects being 
the following:

1.	 Too many customized, one-off digital health 
infrastructure designs. While the digital 
infrastructure for a health care organization 
often has some recognizable architectural 
components—EHRs, admission-discharge-
transfer systems, picture archiving and 
communications systems, and others—an 
industry has yet to fully form around common 
architecture concepts, let alone define how 
such “blocks” may fit together. This lack of co
hesion often makes the digital infrastructure 
of health systems differ in crucial ways from 
others. Often, even neighboring departments 
within a single health system have incompat
ibly different digital infrastructures. This is not 
only a problem for systems management and 
acquisition, but also for connectivity across 
health care delivery, public health, and the 
entire health ecosystem.

2.	 Barriers to innovation and evolution. Another 
consequence of the customized nature of digi
tal health infrastructure is that the deployment 
of a technological innovation too often requires 
complex and time-consuming custom inte
gration—which is especially challenging for new 
entrants into the marketplace and increases 
complexity, risk, and cost. Industry associa
tions exist in several key areas of digital health, 
but overall, there is little momentum toward 
interoperability and standardization of archi
tectural components, resulting in a lack of 
support that individuals receive in other, more 
mature industries.

3.	 Health care leaders are unprepared for 
digital transformation. This discussion paper 
has discussed the ways in which misaligned 
incentives have harmed health care’s ability 
to harness digital health infrastructure. As an 
industry lacking a well-defined architecture, 
every stakeholder, whether large or small, is 
forced to “do it all themselves.” But an even 
more fundamental issue is that health care 
leaders lack an of understanding of what 
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successful business transformation hinges 
on—the adoption of a digital culture through
out the organization—and the integration of 
digital technologies focused on meaningful 
customer experiences (Lamarre et al., 2023; 
Christou and Piller, 2024).

4.	 Lack of aligned financial incentives. Mis
aligned financial incentives remain a major 
barrier to digital transformation in health care. 
Current payment models often prioritize short-
term cost containment over investments in 
scalable, integrated digital infrastructure. This 
approach leads to fragmented technologies 
that fail to deliver meaningful interoper
ability or improved outcomes. Therefore, the 
most powerful lever for driving interoper
ability may be transitioning to value-based 
care and outcomes-based payment models. 
To appropriately align financial incentives, 
health systems should adopt value-based 
payment systems that reward the use of 
digital health tools alongside aligned public 
and private funding to support cohesive, 
long-term innovation. At the same time, as 
coding and reimbursement for digital health 
and AI tools are implemented, institutions 
may assume legal liability for errors or harm 
disclaimed by developers, further slowing 
uptake (Maliha et al., 2021). When provider 
compensation depends on coordinated care 
quality and patient outcomes rather than 
volume, the business case for seamless data 
exchange becomes almost self-evident. This 
market-driven approach could accelerate 
adoption more effectively than regulatory 
mandates alone.

The accessibility of US health data infrastructure 
is shaped by a complex interplay of technological, 
organizational, regulatory, and socio-cultural 
factors. Addressing these challenges requires a 
concerted effort to bridge the digital divide; foster 
meaningful connectivity; and ensure that digital 

health platforms are accessible, responsible, and 
capable of improving health outcomes for all.

The Impact of Suboptimal Digital 
and Data Architecture on Health 
and Costs
An optimized digital health infrastructure can 
offer transformative opportunities to address per
sistent challenges in the US health care system. 
By leveraging innovative technologies, the health 
care system could improve access and patient out
comes, reduce care costs, enhance patient satis
faction, and alleviate provider burnout. These ad
vancements are vital for modernizing the system 
and improving America’s standing in global health 
affordability and outcome rankings.

To quantify the impact of improving and the 
digital and data health architecture, the authors 
considered four clinical use cases to examine how 
optimizing digital health data and its supporting 
architecture is essential to improving outcomes. 
These case studies are presented briefly in the 
sections that follow, in full in Appendix B, and 
summarized in Table 3, highlighting the eco
nomic challenges and opportunities for impactful 
reform. The authors also explore levers from the 
section titled “Toward a Digital-Enabled Learning 
Health Data Ecosystem” that apply specifically to 
advancing these use cases.

Use Case 1: Cardiovascular Disease (CVD)

CVD imposes substantial economic and operational 
burdens on health care systems. This case study 
describes how digital health infrastructure—such 
as remote patient monitoring, telehealth, and 
AI-driven predictive analytics—can streamline 
care coordination, enhance real-time patient 
monitoring, and improve clinical decision making. 
By enabling timely interventions and personalized 
care, these digital tools could reduce hospital re-
admissions and associated health care costs and 
significantly improve patient outcomes.
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Area of 
Waste

Source of Waste
Economic 

Impact
Data Sourcing 

Issue
Data Sourcing 

Solution
Digital Solution 

to Reduce Waste

Cardiovascular Disease

Avoidable 
hospital 
admissions for 
heart failure

Lack of remote 
monitoring makes 
it more challenging 
to identify symptom 
exacerbations that 
lead to preventable 
emergency admissions

$40 billion annually in 
avoidable emergency 
room and hospital 
costs (Diamond and 
DeVore, 2022)

Heart failure metrics 
are inconsistently 
tracked across hospital 
records, insurance 
claims, and Medicare 
data

Distributed Data 
Access Platform: 
Links EHR data in 
FHIR via APIs, claims, 
and Medicare data 
sources, supporting 
multi-agency use and 
synchronization with 
wearable technology 
engaged in continuous 
remote monitoring

Remote Monitoring 
and Predictive 
Analytics: Uses real-
time data to enable 
early intervention 
and continuous 
symptom tracking, 
reducing costly acute 
admissions

Redundant 
cardiovascular 
imaging

Routine imaging for 
stable patients (an 
average of more than 
one echocardiogram 
per year) with no 
change in symptoms, 
often performed out of 
caution (Van den Berg 
et al., 2019)

Significant imaging 
costs with minimal 
benefit

Imaging data is stored 
in separate systems 
from all other patient 
data, lacking integra
tion with clinical 
decision records

Interoperable 
Imaging Repository: 
Provides secure 
access to imaging data 
across institutions, 
enabling evidence-
based decision making 
and patient access via 
FHIR API

AI-Driven Imaging 
Decision Support: 
Integrates cross-
agency imaging data, 
promoting evidence-
based imaging 
guidelines to reduce 
unnecessary tests

Medication 
overuse in heart 
failure

On average, heart 
failure patients take 
6.8 prescription med
ications and 10.1 doses 
a day without system
atic reassessment 
of need and efficacy 
(Page et al., 2016)

Increased drug costs 
and potential side 
effects

Medication data 
comes from pharmacy 
records, EHRs, and 
payer data, but lacks 
synchronization

Integrated Access to 
Pharmacy and Claims 
Data: Connects 
pharmacy, payer, and 
EHR data to enable 
real-time monitoring 
and patient access via 
approved applications

Digital Medication 
Management: 
AI‑driven assessment 
tool continuously 
evaluates prescrip
tions across sources, 
optimizing efficacy  
and safety

Maternal/Fetal Health and Maternal Mortality

Missed prenatal 
screenings

High-risk pregnancies 
lack comprehensive 
screening, with 2.6 
greater odds of missed 
screening for racial/
ethnic minorities, 
leading to undetected 
conditions and preven
table complications 
(Stegman et al., 2023)

Missed prenatal 
screening leads to 13 
percent greater rates 
of congenital heart 
disease detection 
(Pinto et al., 2014)

Screening data for 
maternal health may 
differ between admin
istrative reports, public 
health registries, and 
hospital EHRs, creating 
redundancy and gaps

Commonly Sourced 
Delivery System Data 
for Administrative 
Reports, Registry 
and EHR Notification 
System: Connects 
public health registries, 
hospital EHRs, and 
patient applications 
to provide seamless 
screening alerts for 
providers and patients

EHR-Based Screening 
Protocols with 
Population Health 
Alerts: Automated 
reminders and alerts 
for high-risk preg
nancies aligned with 
federal standards to 
ensure timely screen
ings, interventions, and 
risk-appropriate care

TABLE 3 | �Digital Solutions to Reduce Waste in Health and Health Care: Four Primary Use 
Cases in Cardiovascular Disease, Maternal/Fetal Health and Maternal Mortality, 
Non-Small Cell Lung Cancer, and Diabetes Mellitus



Page 18

NAM DISCUSSION PAPER

Published March 9, 2026

TABLE 3 | �Digital Solutions to Reduce Waste in Health and Health Care: Four Primary Use 
Cases in Cardiovascular Disease, Maternal/Fetal Health and Maternal Mortality, 
Non-Small Cell Lung Cancer, and Diabetes Mellitus Continued

Area of 
Waste

Source of Waste
Economic 

Impact
Data Sourcing 

Issue
Data Sourcing 

Solution
Digital Solution 

to Reduce Waste

Maternal/Fetal Health and Maternal Mortality

Fragmented 
maternal and 
infant care

Disconnected records 
lead to redundant 
tests, undiagnosed 
conditions, delays in 
care, and inadequate 
follow-up

Increased health 
care costs and risk of 
adverse events like 
maternal, fetal, or 
infant morbidity and 
mortality

Maternal, fetal, and 
infant records are often 
stored as separate 
EHRs despite a linked 
birth hospitalization 
event, which may result 
in loss of important in
formation for the dyad

Longitudinally Linked 
Maternal-Infant 
Record System: 
Virtually links maternal 
and infant records 
across institutions and 
over time, support
ing access via patient 
portals

Continuity of Care 
System: Enables shar
ing of holistic health 
history for timely 
care and reduced 
redundancy, allowing 
families secure access 
to records and helping 
clinicians provide more 
consistent quality care

Preventable 
emergency 
deliveries

Absence of early 
risk monitoring may 
result in emergency 
interventions for pre
ventable high-risk 
pregnancy issues

Emergency deliveries 
often result in NICU ad
missions or C-sections, 
which may cost 50 
to 100 percent more 
than vaginal delivery 
(Valencia et al., 2022)

Emergency room, 
urgent care, and post
partum readmission 
data are collected 
differently across 
Medicaid, hospital 
quality measures, and 
state health registries

Postpartum 
Monitoring Access: 
Integrates data across 
Medicaid, state, clinic, 
hospital, and home to 
allow for comprehen
sive patient monitoring

Remote Monitoring 
and Telehealth 
for High-Risk 
Pregnancies: Patient-
centric monitoring (e.g. 
home blood pressure 
monitoring) detects 
risks early, helping to re
duce emergency costs

Non-Small Cell Lung Cancer

Delayed cancer 
diagnosis

More than 90 percent 
of patients experi
ence a 5 to 6 month 
delay in diagnosis 
and only 4.5 percent 
of eligible individuals 
were screened in 2022 
(Gildea et al., 2017; 
Sonawane et al., 2024)

Treating advanced 
stage cancer costs 
more than earlier stage 
cancer. Also, approx
imately $39 billion in 
productivity has been 
lost due to lung cancer 
(Bradley et al., 2008)

Cancer diagnosis 
data is split across 
the Surveillance, 
Epidemiology, and 
End Results Program 
(SEER), EHRs, and 
state registries, with in
consistent timing and 
methods (NIH, 2025)

Cross-Registry 
Cancer Data Access: 
Connects SEER, state 
registries, and EHRs, 
supporting multi-
agency data use and 
patient retrieval of 
screening history

Population Health 
Screening Programs 
with EHR Integration: 
Prompts regular 
screenings and follows 
up for high-risk popu
lations through inter
operable platforms

Insufficient early 
cancer diagnosis

Only 27 percent of 
lung cancer patients 
are diagnosed at early 
stages, when prog
nosis is better. Also, 
there is inadequate 
genetic testing to 
identify driver muta
tions (American Lung 
Association, 2024)

High cost and 85 
percent lower 5-year 
survival rate with late-
stage treatment com
pared to earlier stage 
treatment (Cancer 
Research UK, 2022)

Screening rates 
are inconsistently 
captured in SEER 
versus Medicare and 
other health records

Interagency 
Screening Alerts: 
Connects SEER and 
Medicare data to en
able timely, consistent 
alerts that are acces
sible to providers and 
patients

AI-Enhanced 
Diagnostic Alerts: 
Uses AI-powered 
alerts through EHRs to 
prompt screenings and 
follow-ups, improving 
early diagnosis rates
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TABLE 3 | �Digital Solutions to Reduce Waste in Health and Health Care: Four Primary Use 
Cases in Cardiovascular Disease, Maternal/Fetal Health and Maternal Mortality, 
Non-Small Cell Lung Cancer, and Diabetes Mellitus Continued

Area of 
Waste

Source of Waste
Economic 

Impact
Data Sourcing 

Issue
Data Sourcing 

Solution
Digital Solution 

to Reduce Waste

Non-Small Cell Lung Cancer

Lack of access 
to high-quality 
cancer care

21 percent of lung 
cancer patients re
ceive no treatment, 
and socioeconomic 
and access barriers 
contribute to this gap 
(David et al., 2017)

Increased mortality and 
health care disparities

Access data is variably 
tracked by EHRs, 
claims data, and 
community health 
reportswv

Access Coordination 
Hub: Links EHR, 
claims, and community 
health data for coordi
nated outreach via 
integrated applications

Community-Based 
Digital Outreach 
Programs: Leveraging 
integrated digital 
records, this program 
would support out
reach to high-risk 
patients and increase 
care access

Overuse of 
aggressive 
cancer therapies 
near the end of life

High rate of medica
tion without timely 
reassessment, leading 
to unnecessary 
palliative expenses

2.5 times greater costs 
for patients using 
chemotherapy near the 
end of life (Garrido et 
al., 2016)

Palliative care metrics 
are collected differ
ently between hospital 
records, palliative care 
centers, and insurance 
claims

Shared Palliative 
Care Database: Links 
data across hospitals, 
palliative centers, and 
insurers, and patients 
can access their care 
plans through health 
applications

AI-Driven Palliative 
Care Assessment:  
AI-based reviews 
informed by distributed 
palliative care data en
sure treatment aligns 
with current needs

Diabetes Mellitus

Poor glucose 
control among 
diabetics

Infrequent checks and 
suboptimal adherence 
to finger stick and 
hemoglobin HA1c 
monitoring can 
lead to insufficient 
routine glucose level 
monitoring

Increased rate of 
diabetes-related 
complications and 
increased expenses 
for glucose monitoring 
supplies

Lack of real-time 
glucose monitoring 
and of integration 
of point of care or 
home-based glucose 
readings with the EHR

Home Glucose Data 
in Health Records: 
Linked home-based 
glucose monitoring 
data with the EHR

Tracking Glucose in 
Real Time: Continuous 
glucose monitoring 
allows real-time 
tracking of glucose to 
avoid need for finger 
sticks and facilitate 
personalized dietary 
recommendations

Excessive 
end-organ 
complications 
from diabetes

Inaccurate and delayed 
ophthalmology 
screening leads to pre
ventable progression 
and detection of 
diabetic retinopathy

Preventable blindness 
and related expenses

Screening rates and 
accuracy are variable 
between primary care 
providers

Automated Referrals 
to Eye Specialists: 
Linking algorithm 
output with EHRs to 
facilitate automated 
referral to retinopathy 
specialists

AI-Based Eye 
Screening: Deep 
learning-based 
diabetic retinopathy 
screening can improve 
accuracy and auto
mation of retinopathy 
screening

Underutilization 
of diabetes self-
management 
programs

Poor self-management 
of diabetes medica
tions and lifestyle 
changes lead to poor 
glucose control

Increased rate of 
diabetes-related 
complications

Lack of wireless and 
broadband capabili
ties, particularly in 
rural areas, makes 
telemedicine-based 
solutions challenging

Telemedicine 
Tools for Diabetes 
Self-Management: 
Facilitating access to 
high-quality tele
medicine platforms 
to reinforce diabetes 
self-management 
strategies

Telemedicine-Based 
Diabetes Prevention 
Programs: 
Telemedicine platforms 
facilitate diabetes self-
management, providing 
comprehensive, 
patient-centered care 
that extends beyond 
traditional clinical 
settings

SOURCE: Created by authors.
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Prioritizing the following levers could address 
the challenges identified in cardiovascular disease:

•	 Support advocacy for practical telehealth 
and digital infrastructure. Integrating remote 
patient monitoring and telehealth systems 
into a cohesive digital infrastructure that 
streamlines real-time data collection and CDS 
will require coordinated advocacy.

•	 Integrate AI-powered decision support tools. 
Deploying predictive analytics will assist in 
early detection and intervention of CVD issues, 
and the AI tools used in these predictions will 
be continuously monitored to ensure effective
ness and minimize unintended consequences.

Use Case 2: Maternal/Fetal Health and 
Maternal Mortality

Maternal mortality remains a critical public health 
concern and fragmented maternal and infant 
health data systems result in missed risk factors 
and delayed interventions. Improved digital health 
infrastructure—such as standardized data formats, 
integrated maternal-infant records, and AI-enabled 
predictive tools—can facilitate early detection of 
complications, provide better continuity of care, 
and improve management of pregnancy-related 
risks. Enhanced interoperability could reduce un
necessary medical interventions and health care 
costs while improving health outcomes.

Prioritizing the following levers could address 
the challenges identified in maternal/fetal health 
and maternal mortality:

•	 Coordinate federal regulatory standards 
and enforcement. Encouraging adoption of 
standardized data formats to streamline and 
coordinate maternal and infant records could 
help improve early detection of complications.

•	 Strengthen accountability mechanisms 
for AI development. Establishing clear AI 
standards and accountability for health care 

providers to maintain integrated maternal-fetal 
health records could help reduce gaps in care 
and missed interventions.

Use Case 3: Non-Small Cell Lung Cancer (NSCLC)

The complex nature of novel therapies for NSCLC 
highlights the need for precise, individualized ap
proaches to cancer treatment. Advanced digital 
health infrastructure could help enable real-time 
monitoring of therapeutic effectiveness, stream
line updates to clinical guidelines, and accelerate 
AI-driven multimodal predictive models. These 
tools could improve precision in treatment sel
ection, safety monitoring, and patient outcomes, 
potentially reducing health care costs through 
more efficient use of resources and avoidance of 
ineffective treatments.

Prioritizing the following levers could address 
the challenges identified in NSCLC:

•	 Deploy strategic federal, state, and non-
governmental investments. Financially in
centivizing providers and health systems to 
implement integrated clinical pathways and 
advance AI-driven diagnostic tools could help 
ensure precision treatment selection and re
duction of ineffective therapies.

•	 Integrate AI-powered decision support tools 
into clinical workflows. Gradually introducing 
multimodal AI predictive models into clinical 
workflows, supported by rigorous validation 
and continuous monitoring for effectiveness, 
accuracy, and safety could assist clinicians in 
choosing the best path of care for their patients.

Use Case 4: Diabetes Mellitus

Diabetes management currently involves coor
dinating with multiple specialists and significant 
patient self-management. Fragmented information 
systems limit effective management, leading to 
preventable complications and increased health 
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care spending. Improved digital infrastructure—
such as continuous glucose monitoring , tele
medicine, and AI-assisted diagnostic tools—
could enhance real-time monitoring, personalize 
patient care, and enable early identification of 
complications. Implementing digital health tools 
could help improve health outcomes, streamline 
care delivery, and reduce health care costs.

Prioritizing the following levers could address the 
challenges identified in diabetes mellitus:

•	 Provide comprehensive provider training 
programs. Expanding provider training pro
grams in telemedicine and continuous glucose 
monitoring systems could help ensure that 
clinicians are fully equipped to integrate these 
digital tools into patient care plans.

•	 Prioritize foundational interoperability 
requirements. Promoting interoperable 
platforms that enable seamless integration 
of patient-generated data from continuous 
glucose monitors and other wearable de
vices directly into EHRs could help improve 
patient care.

Each of these use cases underscores the pot
ential benefits of standardized, interoperable 
digital health infrastructures in improving clinical 
outcomes and reducing economic burdens across 
health care systems.

The financial and care-related outcomes of the 
US health care system are increasingly depen
dent on the widespread adoption of digital health 
technologies. As demonstrated in use cases like 
those described above and in Appendix B, the 
failure to integrate and scale these capabilities 
will likely not only lead to poorer health outcomes 
but also escalate costs. By embracing solutions 
like a robust digital and data architecture, health 
care can shift from a reactive, costly system to 
a more proactive, efficient one that improves 
patient outcomes while reducing long-term health 

care expenditures. Addressing these issues will 
require the strategic utilization of financial, legal, 
regulatory, and cultural levers to deliver long-term 
value while improving health outcomes for all.

Toward a Digital-Enabled Learning 
Health Data Ecosystem
Digital infrastructure for health has advanced 
tremendously over the past three decades. And 
yet, as this discussion paper has highlighted, the 
lack of connectivity and alignment across the 
health ecosystem is a key factor in health care’s 
failure to reduce needless human and financial 
costs. At a high level, the benefits of digital 
technologies are clear. There are valuable insights 
and critical efficiencies to be extracted from digital 
data, all while improving access to care, reducing 
waste, supporting the health care workforce, and 
achieving a system that continuously learns from 
individual-level and population-scale experiences. 
Unfortunately, in practice, the health care system 
shows a stubborn resistance to such effective 
transformations—even if the underlying industry 
of health technology infrastructure was mature 
enough to support them, which it is not. In fact, the 
pace of innovation and technological evolution—
as well as economic, legal, policy, cultural, and 
regulatory levers—are both slower and less effective 
than peer industries (Abernethy et al., 2022).

Forming, reforming, and maturing an industry 
is a daunting prospect. In the home construction, 
global telecommunications, and global financial 
industries—discussed in Appendix A—the matu
ration process was far from orderly and linear. 
However, transformation of the digital health 
industry, in one form or another, is more or less 
inevitable. Human endeavors are becoming in
creasingly technological, and there is no likely 
future in which digital health escapes this trend. 
Thus, the central question is this: “How must we 
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intervene, in this moment, to guide the maturation 
of the digital health technology industry in the most 
beneficial way?”

A Phased Approach

While there are many factors at play, including 
several distinct challenges that will need to be 
addressed, this discussion paper specifically 
focuses on the need, as a first step, to have a broad 
and common understanding of the importance 
of digital and data architecture. To achieve this 
understanding, convening stakeholders—including 
health care systems and their leaders, public health 
professionals, front-line health workers, policy
makers, patient advocacy groups, and technology 
companies—will need to instigate workstreams and 
develop processes that bring the entire industry 
together to find common understanding and agree 
on goals.

A phased approach can allow for steady progress 
towards the ultimate goal. This section presents a 
proposed phasing plan that can serve as a start
ing point for discussion, noting that the items 
outlined below do not need to be performed in a 
linear fashion:

1.	 Stakeholder convening. Gather key players 
from health care, patient and community advo
cates, technology, public health, and policy 
to advance the understanding of digital and 
data architecture; learn from other industries; 
build on federal, state, and local initiatives; and 
establish a common vision and goals.

2.	 Framework development. Create collabor
ations to draft initial architectural blocks, 
defining their functional roles in enabling a LHS 
and high-level guidelines for interoperability, 
privacy, and security.

3.	 Pilot programs. Support the launch of small-
scale projects to test and refine key elements 
of the framework in real world settings.

4.	 Feedback and iteration. Collect data and 
insights from the pilot programs to improve 
standards, develop metrics for outcomes and 
costs, and identify key challenges.

5.	 Scaling and integration. Create and encour
age incentives to expand successful pilots and 
integrate them into health care organizations.

6.	 Policy advocacy. Convene policymakers, reg
ulators, health care and public health leaders, 
and framework developers to identify ways to 
embed the components of the framework into 
regulations and incentivize broader adoption.

7.	 Infrastructure investment. Secure investment, 
potentially through government channels, 
to fill market gaps and incentivize necessary 
digital infrastructure.

8.	 Education and training. Develop programs 
to train health care professionals on the use 
of new digital technologies.

9.	 Public engagement. Inform and involve 
patients, community leaders, and the public 
to build trust and encourage adoption.

10.	 Ongoing innovation and adoption. Regularly 
update the framework to accommodate new 
insights and technologies, ensuring that it 
remains flexible. Furthermore, develop and 
regularly update a roadmap outlining future 
digital infrastructure goals so that all stake
holders have insight into how the digital 
infrastructure will evolve.

11.	 Evaluation and monitoring. Continuously 
measure the impact of digital tools and the 
larger digital and data architecture on patient 
outcomes, cost reduction, access, and overall 
health quality to assess how well the support 
for a LHS is being delivered.

12.	 Global alignment. Collaborate with inter
national organizations to align standards 
globally, driving innovation and enab
ling cross-border health care and public 
health interoperability.

By setting realistic and achievable milestones 
within each phase and prioritizing coordination 
and collaboration between technology, health 
care, public health, patient, and policy stake
holders, expanding an understanding of digital 
and data architecture can be approached in more 
manageable chunks.
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Defining a health digital and data architecture and 
then organizing an industry around it will be a major 
long-term effort. As a starting point for discussion, 
Figure 2 presents a proposed health digital and data 
architecture. Structurally, this proposed digital and 
data architecture takes the form of a “technology 
stack”. If using home construction as an analogy:

•	 Capabilities = Choices regarding comfort, 
aesthetics, etc.

•	 Applications = Building functions (heat 
retention, physical safety, etc.)

•	 Integration/API = Building components 
(framing, roofing, plumbing, insulation, etc.)

•	 Data sources = Building materials (lumber, 
nails, pipes, tiles, etc.)

•	 Infrastructure = Raw materials (wood, steel, 
concrete, stone, etc.)

A digital health infrastructure industry could 
also be organized along these five layers, and 

governance—like technology evolution and 
interoperability—could be focused on specific 
areas of relevance, like happens in other 
regulated industries.

Dealing with Inertia Through Bold Action

It is important to identify the organizations best 
positioned to lead and coordinate the activities 
needed to advance this digital and data archi
tecture. However, sustaining meaningful progress 
may necessitate creating specialized entities or 
adapting and expanding the mandates of existing 
organizations to guide this effort in the long-term. 
Government engagement will also be pivotal—
ideally in an observer and facilitator role—to assist 
in tracking progress, identifying critical gaps, and 
strategically applying policy interventions with
out directly driving implementation. Ultimately, 
achieving substantial progress in digital health 

FIGURE 2 | Health Digital and Data Architecture Conceptual Framework
SOURCE: Created by authors.
NOTE: ADT = admission, discharge, and transfer; Cloud/on-prem compute = Cloud and on-premises 
computing; MCP = model context protocol; Med/prescr. = medication and prescription; Pop. health mgmt = 
population health management.
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depends on robust coordination across the entire 
health and health care ecosystem.

Health industry incumbents already have a stake 
in the current system and may resist changes that 
could disrupt their market positions. This situa
tion is not entirely unreasonable—much like a 
subcontractor on a home building project who, 
without a clear architectural plan, cannot easily 
coordinate with other subcontractors, today’s 
health technology vendors often manage highly 
customized end-to-end deployments with little 
integration with their peers. This dynamic fre
quently leads to the creation of “walled gardens,” 
which not only safeguard the vendors’ market 
position but also discourage new entrants and 
hinder interoperability. Thus, it will be critical 
to find ways to overcome this kind of resistance 
while still encouraging needed investment. Having 
said that, incumbents typically stand to benefit 
the most from a more standardized and modular 
system. For example, in the banking industry, there 
was resistance to digital transformation due to 
fears that it would reduce foot traffic in physical 
banks. However, institutions that embraced on
line banking and mobile applications saw immense 
benefits through increased customer engagement, 
lower operating costs, and improved services. A 
similar dynamic is playing out today in the realm 
of digital currencies (Kumar et al., 2024).

In digital health, embracing technological ad
vancement can help incumbents streamline 
operations, enhance patient satisfaction, and 
remain at the forefront of health care innovation. 
Cutting across these arguments are overarching 
drivers that have caused misalignment within the 
health system, including systemic barriers, mis
trust, uncoordinated financial incentives, and a 
lack of data infrastructure. Overcoming incum
bent inertia in a health technology industry with 
such indirect consumer pressure may require 
the use of financial, regulatory, legal, and cultural 
interventions to gain the leverage needed for 
greater system alignment.

In this section, the authors examine the drivers 
that have caused health system misalignment 

and provide a menu of possibilities that high
light potential legal, regulatory, industry, and 
other levers that can mobilize collective efforts 
and define long-term strategies to realize the 
envisioned digital and data architecture described 
in this discussion paper.

Misalignment Driver: Regulatory Complexity

The lack of consistent and streamlined policies 
and regulatory frameworks in digital health—
particularly around EHRs—create significant 
barriers to aligning financial incentives, data stan
dards, and compliance measures. Overly complex 
and fragmented regulations prevent prioritization 
of core interoperability components, undermining 
progress toward a cohesive digital infrastructure. 
Without a clear and sustained commitment to 
simplification and alignment with the proto
cols outlined in the 21st Century Cures Act, the 
development of a LHS will likely remain hindered 
by regulatory inefficiency.

Levers That Can Be Used to Address Regulatory 
Complexity

•	 Prioritize a small set of foundational 
interoperability requirements.
•	 Regulation could focus on a concise set of 

high-value, standards-based capabilities—
SMART on FHIR for individual access, Bulk 
FHIR for population-level exchange, and EHI 
Export for full-record portability—while be-
ginning to sunset certification requirements 
unrelated to interoperability. Concentrating 
oversight on those core functions and allow-
ing most other EHR functionality to evolve 
through market competition and innovation 
could reduce regulatory burden and direct in-
vestment toward infrastructure that enables 
computable data exchange across settings.

•	 Align federal agencies to create a coherent 
regulatory environment.
•	 Coordinated action across CMS, ASTP/

ONC, OCR, FTC, and FDA could harmonize 
privacy protections, patient access rights, 
market fairness, and technical interoperabil
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ity expectations. A unified federal posture 
could reduce duplicative or conflicting re
quirements, create predictable regulatory 
signals, and give providers and developers 
confidence to modernize their systems 
around a shared, scalable, and interoperable 
digital and data architecture.

•	 Empower patients to acquire, use, and share 
their digital data.
•	 Interoperability initiatives can improve 

patients’ ability to obtain complete, compu
table copies of their information—including 
multimodal data like clinical notes, images, 
device-generated measures, and -omics 
data—and share that information seam
lessly with providers, researchers, public 
health agencies, and DTC applications. 
Enabling patient-directed data exchange 
could strengthen self-management, care 
coordination, and discovery; improve 
population health; and support a digital 
ecosystem in which individuals can choose 
the tools and services that best promote 
their well-being.

•	 Promote complementary 
interoperability standards.
•	 To maximize the utility of core APIs, policy

makers could encourage the adoption of 
complementary event-based standards like 
FHIR CDS Hooks and FHIR Subscriptions, 
which support workflow integration, real-
time clinical notifications, and decision sup
port triggers. Cultivating these standards 
could strengthen the broader interoperability 
ecosystem without expanding prescriptive 
functional mandates on EHR products.

•	 Incentivize and measure interoperability 
performance.
•	 Linking reimbursement, reporting, and ad

ministrative simplification to the effective 
use of standardized APIs reinforces high-
performing exchange rather than checklist 
compliance. Emphasizing outcomes like 
timeliness, completeness, and usability could 
help promote market-driven improvements 

in user experience—like eliminating redun
dant manual data entry—and could support 
quality measurement, value-based care, AI 
development, and public health applications.

Why it Advances the Digital and Data Architecture

By strategically focusing regulation on a limited 
set of proven interoperability requirements, policy
makers could reduce regulatory complexity and 
provide clear investment signals for health care 
organizations. This targeted approach would 
channel resources toward high impact, widely 
adopted capabilities that support a coherent and 
scalable interoperability digital and data archi
tecture. As these foundational APIs continue to 
mature, they can also enable progress across 
multiple priorities, including quality improvement, 
value-based care measurement, AI development 
and monitoring, regulatory oversight, and large-
scale clinical research. Progress in these prior
ities could subsequently strengthen the digital 
infrastructure that underpins a LHS and supports 
sustained innovation.

Misalignment Driver: Industry Fragmentation

The health care technology industry’s disorga
nization makes it nearly impossible for health 
care providers and payers to adopt interoperable 
systems despite growing patient demand. This 
dysfunction prevents meaningful progress; limits 
patient access to their own data; and undermines 
efforts to deliver coordinated, high-quality care, 
perpetuating inefficiencies and inequities.

Levers That Can Be Used to Address Industry 
Fragmentation

•	 Coordinate public awareness and messaging 
frameworks.
•	 National campaigns led by public health 

organizations, patient advocacy groups, 
and professional societies could highlight 
the critical role of digital health in improving 
care quality, transparency, and access. These 
campaigns could emphasize how a digital 
and data architecture benefits patients, 
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providers, and the broader health care eco
system. Messaging could include real-world 
examples—such as how interoperability can 
help reduce redundant testing or how AI-
powered tools can improve early detection 
of diseases—to make the value tangible to 
patients and other stakeholders.

•	 Leverage consumer demand for data access.
•	 Building on public awareness campaigns 

that highlight the benefits of digital health, 
empowering consumers and patients to 
demand seamless and direct access to 
their own health data could significantly 
drive change. Consumer-facing initiatives 
led by public health organizations, patient 
advocacy groups, professional societies, or 
others could actively educate and promote 
the demand for personal health data access. 
This education could create crucial market 
pressure on vendors, developers, and pro
viders to adopt truly interoperable systems 
that enable individuals to own and control 
their own data.

•	 Strengthen accountability mechanisms.
•	 HHS could establish and enforce robust 

accountability mechanisms to safeguard 
data privacy, ensure quality, and promote 
patient safety in health care delivery. By 
collaborating with compliance organizations 
and quality assurance networks, HHS could 
maintain high clinical standards while 
consumer protection advocates push for 
stricter measures to protect patient interests, 
particularly in high-risk areas. Adopting and 
enforcing stringent security protocols and 
data permissioning frameworks could help 
ensure that sensitive health information is 
protected while allowing appropriate access 
for care delivery and innovation.

•	 When the financial sector introduced inter
operability mandates through International 
Organization for Standardization (ISO) stan
dards, it directly accelerated global adoption 
of secure digital transactions. Similarly, 
enforcing interoperability standards in 

digital health through regulatory penalties 
could catalyze rapid industry adoption. 
Health information technology vendors 
whose products fail to meet interoper
ability requirements—like compliance with 
FHIR standards—could be subject to pen
alties, including fines and revocation of 
certifications mandated by ASTP/ONC. 
These certifications are essential for vendors 
seeking to sell EHR systems to health care 
providers participating in federal health care 
programs including Medicare and Medicaid 
and therefore would be persuasive penalties.

•	 Develop a flexible regulatory framework for 
AI systems.
•	 Just as global telecommunications standards 

like 4G and 5G enable seamless international 
connectivity, clear enforcement mechanisms 
on interoperability standards could help 
ensure a similarly cohesive infrastructure 
across health care. A regulatory framework 
could require routine audits of AI diagnostic 
systems to ensure adherence to safety, 
quality, and interoperability standards. 
These audits could provide transparency and 
foster trust in AI-driven health technologies. 
For example, certification programs could 
evaluate and label AI systems for safety, 
fairness, and interoperability, providing 
stakeholders with clear guidance on 
reliable tools while ensuring alignment with 
existing infrastructure.

Why it Advances the Digital and Data 
Architecture

Such enforcement mechanisms could require 
health technology vendors to go beyond simple 
data sharing and interoperability mandates and 
make progress towards adopting a parsimonious 
set of carefully chosen digital and data architecture 
and interoperability standards. These enforcement 
mechanisms would encourage, for instance, EHR 
vendors to participate in industry-wide efforts to 
define digital and data architecture standards 
and penalize those who refuse or fail to share 
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patient data appropriately. Regulatory penalties 
for non-compliance would directly target vendor 
lock-in and data fragmentation by ensuring that 
vendors adhere to interoperability digital and 
data architecture standards, much like building 
inspectors ensure compliance with structural 
codes. If coupled with reimbursement incentives 
for health care providers to procure new technology, 
these enforcement mechanisms could help align 
incentives for vendors to prioritize interoperability, 
transparency, and compliant data exchange.

Misalignment Driver: Misaligned Financial 
Incentives

Insufficient investment from government agencies, 
non-governmental organizations, and public-
private partnerships hampers the development 
of critical infrastructure, digital innovation, and 
research. This lack of resources limits the ability 
to build scalable systems and improve care out
comes, particularly for underserved populations.

Levers That Can Be Used to Address Misaligned 
Financial Incentives

•	 Encourage strategic federal, state, and 
non-governmental investments.
•	 Federal agencies, state agencies and 

non-governmental organizations like phil
anthropies can play complementary and 
collaborative roles in strengthening health 
care infrastructure. Federal and state 
funding could prioritize the development 
of interoperable data sharing frame
works, research programs, and systemic 
quality improvements, while philanthropy 
could focus on preventive health initia
tives, patient education, and community 
resource enhancement.

•	 Build national infrastructure for a robust 
digital and data architecture.
•	 ASTP has made important progress in advanc

ing standards and governance frameworks 
to support a national digital and data archi
tecture. However, a dedicated authority, 
additional resources, and cross-agency 

coordination is likely needed to harmonize 
investments and sustain capacity to evolve 
the digital and data architecture alongside 
emerging data standards and use cases.

•	 Empower providers and patients through 
digital literacy education.
•	 Universities, academic medical centers, 

and professional societies could develop 
and implement training programs focused 
on digital health literacy, ethical data man
agement, and patient engagement. These 
initiatives could help prepare health care pro
fessionals to effectively adapt to using digital 
tools, fostering a workforce equipped to 
seamlessly integrate technology into patient 
care. For example, a health system could 
collaborate with an academic institution to 
develop an interdisciplinary curriculum for 
clinicians, IT staff, and administrative leaders. 
The program could emphasize data ethics, 
interoperability standards, and practical 
applications of digital tools in care delivery.

•	 Public health organizations and patient 
advocacy groups could also spearhead edu
cational campaigns to improve digital health 
literacy among patients and families. By help
ing individuals understand and use their 
health data, these efforts could help ensure 
that both patients and providers actively 
engage with digital health tools, enhancing 
the overall ecosystem.

•	 Establish federal workforce development 
programs.
•	 Federally-funded mechanisms—examples 

including National Institutes of Health (NIH) 
F-series fellowships, T-series institutional 
training grants, and mentored K-series 
awards (like K12 and KL2) that cover both 
individual investigators and institutional 
programs—offer protected time, mentorship, 
and research support for PhD trainees, post
doctoral fellows, and early-career faculty. 
Aligning these programs with modern digital 
health competencies could help cultivate a 
workforce capable of translating advanced 
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analytics into clinical practice, accelerating 
innovation and spreading best practices 
throughout health systems.

Why it Advances the Digital and Data 
Architecture

Government and philanthropic partnerships could 
drive the creation of interoperable, open-source 
platforms adaptable across the full range of care 
settings. These efforts could help reduce health 
disparities, promote innovation, and contribute 
to a unified and patient-centered digital eco
system. Strengthening workforce capacity through 
targeted education could help ensure that health 
care professionals and patients are not just passive 
users but active participants in the digital health 
ecosystem. This grassroots engagement could 
help drive adoption, innovation, and integration of 
digital solutions into everyday care.

Misalignment Driver: Resistance to Innovation

Resistance to adopting new standards and AI 
systems often stems from the perception that such 
changes will be enormously disruptive. Phased 
approaches, such as pilot programs and gradual 
integration, coupled with effective monitoring, 
could help individuals and organizations see the 
value and feasibility of these innovations, speeding 
adoption and progress in improving systems 
and outcomes.

Levers That Can Be Used to Address Resistance 
to Innovation

•	 Promote integration of AI-powered decision 
support tools.
•	 Health systems can prioritize the deployment 

of AI tools for CDS, including early detec
tion algorithms and risk stratification models. 
These tools should, when deployed, be in
tegrated into existing workflows, ensuring 
they augment rather than burden clinical 
decision making.

•	 Encourage the adoption of federated 
systems for collaborative AI development.
•	 Encouraging the adoption of federated 

approaches would allow multiple organi

zations to train AI models collaboratively 
without sharing raw data, accelerating in
novation while maintaining strict data privacy 
(McMurry et al., 2024).

•	 Establish AI validation and monitoring 
protocols.
•	 Establishing algorithmovigilance programs 

for AI tools could assist patients and provi
ders in understanding how algorithms 
meet safety, fairness, and performance 
standards before and after deployment. 
Criteria for these programs could include 
effectiveness thresholds, bias mitigation, 
explainability, standards-based monitoring, 
and explainability, fostering stakeholder 
trust in emerging technologies. Certification 
paradigms could be considered as well.

Why it Advances the Digital and Data Architecture

Emerging technologies and AI could help drive 
efficiency, accuracy, and scalability in health 
care delivery. These levers could help ensure that 
innovation aligns with security, privacy, safety, 
and interoperability goals, enhancing the overall 
digital and data architecture while addressing the 
industry’s most pressing challenges.

When contemplating investment priorities for a 
healthy nation, acknowledging potential resistance 
and showing how a phased, inclusive approach can 
benefit all stakeholders could help ease concerns. 
Utilizing approaches that fill gaps, encourage 
investment and risk-taking, and motivate willingness 
to change are also critically important. All those 
involved in advancing health and health care 
should be prepared to learn from what has worked 
before, while ensuring the boldness and creativity 
necessary to envision and try new approaches.

Marshaling the Will
Technology alone will not fix US health care. Instead, 
technology should serve as an enabler of broader 
systemic improvements. The conversation must 
shift toward leveraging technology to advance 
clearly defined objectives such as reducing ad
ministrative burdens, improving equitable access, 
facilitating better patient outcomes, and enabling 
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continuous learning and improvement. Successful 
examples from other industries show the need for 
a foundation of strong policy frameworks, universal 
care access, and strategic investments in primary 
care and preventive measures—placing technology 
in a supportive rather than central role.

Improving US health care will require integrating 
technology into a coherent, well-designed health 
system where policy, culture, and infrastructure are 
aligned. A parsimonious approach to interoper
ability, centered on a common digital and data 
architecture and supported by aligned financial 
incentives, is critical for ensuring this alignment. 
Such an approach ensures a focused investment on 
infrastructure while enabling innovation. A robust 
digital and data architecture plays a fundamental 
role in moving toward this functional system by 
establishing a robust yet efficient foundation that 
aligns technology solutions, policy directives, and 
cultural practices into a cohesive, effective whole.

Transforming health care’s digital and 
data architecture requires the coordinated 
application of multiple policy and market levers, 
each addressing different barriers to progress. 
Incentives should be realigned to reward inter
operability rather than information blocking and 
system lock-in. Better governance and clearer 
authority should accelerate standards develop
ment and implementation. Workforce capacity 
should expand through targeted educational 
investments and clearer career pathways for 
health informatics professionals. Enhanced 
transparency and practical control mechanisms 

for personal health information should increase 
patient empowerment and involvement. Finally, 
these levers should be applied with sensitivity to 
the varied starting points of different health care 
organizations, creating pathways for progress 
regardless of an organization’s size, resources, or 
technical sophistication.

The time is now. Technology is advancing. The 
question is not whether digital transformation will 
occur—it is essentially inevitable. Left on its own, 
this transformation is likely to lead to a digital and 
data infrastructure that is even more wildly com
plex, highly fragmented, and siloed than it is today. 
Instead, we can intervene now and organize the 
health care industry and regulatory levers around 
a digital and data architecture to create a better 
health future for all.

The data, technology, and expertise to transform 
care exists, and yet, fragmented systems, 
misaligned incentives, and outdated policies stand 
in the way of realizing digital health’s full potential. 
The path forward is clear: establish a trusted and 
robust digital and data architecture that protects 
patients, ensures equity, and accelerates innov
ation. No single entity can achieve this alone. 
Collaborative leadership across sectors is nec
essary to build the infrastructure, standards, 
and social license that will enable seamless and 
secure digital benefits that can turn information 
into insights and insights into healthier lives for 
all. The moment for coordinated national action 
is here to catalyze the progress individuals and 
communities deserve.
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Appendix A

Comparison to Other Regulated 
Industries
Improved coordination, regulation, innovation, 
and incentives alignment are characteristics of a 
mature digitally transformed industry—one that 
is organized around well-accepted sets of archi
tectural concepts. Architecture gives meaning 
to technology. When considering the technol
ogy of modern data standards for health data 
interoperability, standardized data elements are 
akin to standardized building materials in the 
home construction industry. But standardized data 
elements or building materials, without an over
arching concept of architecture, do not make for a 
mature industry. In essence, architecture explains 
why and how interoperable lumber, pipes, and 
wires are needed. The authors of this discussion 
paper believe that the same is true with respect to 
data standards in health care.

To illustrate this, the authors highlight the 
similarities and differences between the cur
rent state of the health care industry and three 
mature industries that operate within robust 
architectural frameworks: home construc
tion, global telecommunications, and global 
investment banking.

The Home Construction Industry

Home design is organized around the concept 
of architecture—and so is the industry of home 
construction. The home construction industry is 
composed of orderly concepts such as founda
tions; framing; plumbing; heating, ventilation, and 
air conditioning (HVAC); electrical systems; roof
ing; doors and windows; and so on. Each of these 
components defines a sub-industry “block” with 
its own standards and practices around materials, 
labor, technology, and markets.

Architecture provides an organizing framework 
that reduces coordination complexity and encour
ages the development of useful interoperability 
standards. To understand this, consider that 

when building a house, a general contractor will 
issue subcontracts to a roofer, plumber, car
penter, electrician, and so on. Critically, each 
subcontractor can then proceed with drastically 
reduced coordination. Without the architectural 
organization, unwieldy coordination amongst and 
between each subcontractor would be required. 
Furthermore, these architectural concepts enable 
the industry to focus interoperability requirements 
more productively. The physical requirements 
for how the pieces of a house should fit together 
become simplified, and the associated sub-indus
tries have clarity on how to organize and work 
together towards productive standards.

Home building industry associations often 
collaborate with regulators to define relevant 
building codes, again organized around archi
tectural components (Potter, 2022). This leads to 
productive regulatory interfaces between industry 
and government. Roughly speaking, it puts the 
onus on the industry to help define requirements, 
including evolving them as new technologies be
come available, and then the role of regulators is to 
assess whether these requirements ensure safety 
and are faithfully adhered to.

Architecture also helps to encourage tech
nological innovation. Imagine that an inventor 
developed a new type of HVAC technology. Since 
widely used architectural standards exist, the 
innovation can be brought to the home building 
market in a standardized way. Without architec
tural standards, a new technology to keep a home’s 
inhabitants warm would likely involve customized 
design and deep system integration into each and 
every home building project—a prospect that is 
sadly common today when integrating new techno
logy into disparate health care systems, and which 
in practice is inefficient for innovators trying to 
build successful businesses.

Finally, architecture facilitates the alignment 
of economic and other incentives. In effect, the 
conceptual “blocks” help the industry to be better 
organized and reward innovation, specialization, 
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coordination, and regulation. Indeed, it is not just 
the houses that are organized around architecture—
so are home building industry associations.

The Global Telecommunications Industry

Today, a person can travel to nearly any well-
inhabited place in the world and use a mobile 
digital device to connect to nearly anyone, any
where, at any time. The architecture of the global 
telecommunications system that makes this 
possible is based on architectural concepts such 
as transmission media (fiber optics, satellites, 
microwave links); network infrastructure (cell 
towers, internet exchange points); protocols 
(transmission control protocol/internet protocol, 
4G/5G); service providers (internet service pro
viders, telecom providers); end-point devices 
(smartphones); and so on. Besides global connec
tivity, these architectural elements support the 
system’s evolution and facilitate the adoption of 
new technologies, including interaction with reg
ulatory authorities in each part of the world.

When new technologies emerge, industry as
sociations such as the Institute of Electrical 
and Electronics Engineers, the International 
Telecommunications Union, and the 3rd 
Generation Partnership Project work to ensure 
compatibility with global infrastructure (3GPP, n.d.; 
IEEE, n.d.; ITU, n.d.). But the focus on ensuring a 
robust and interoperable architecture by these 
industry associations achieves more than seam
less interconnectivity—it also encourages and 
supports component-level and global innovation 
and evolution.

Cisco Systems, for example, started as a small 
innovator developing new routing technologies like 
the Enhanced Interior Gateway Routing Protocol 
that could handle multiple network protocols 
(Cisco Systems, 2023). By marketing their innova
tion as a superior replacement for existing “blocks” 
in the global telecommunications architecture, 
Cisco addressed the entire telecommunications 
market and avoided costly one-network-at-a-time 
integration. Through strategic partnerships, acqui

sitions, and continuous innovation, they became 
a market leader (Statista, 2024). More recently, 
innovations such as low-earth orbit satellite 
communications networks like Starlink create new 
opportunities while integrating into existing global 
markets (Starlink, n.d.).

Industry-wide, global evolution is also organized 
around architecture. The transition from 4G to 
5G, for example, focused on transmission media 
such as New Radio, network infrastructure that 
supports network slicing for applications such as 
massive machine-type communication, advanced 
protocols for improved security, and endpoint 
evolution—making it possible to coordinate such 
fundamental technology evolutions in an organized 
manner (Dutkiewicz et al., 2017; Arfaoui et al., 2018; 
Vook et al., 2018).

The Global Financial Industry

Today, a person can walk into a store in most 
parts of the world and use a credit card to make 
a purchase. The global financial architecture, 
composed of card networks, banks and acquirers, 
merchants, payment gateways, point-of-sale sys
tems, and clearing and settlement systems make 
this possible. These components work together 
to create a robust and efficient system that allows 
for the global use of credit cards by consumers, 
guaranteed receipt of payment by merchants, and 
profitable transaction processing fees for banks. 
These components also ensure that transactions 
are processed quickly, securely, and privately, 
while still allowing for regulatory oversight and 
law enforcement.

Industry associations such as ISO and the 
Payment Card Industry Security Standards 
Council bring the industry together to define 
interoperability and security standards organized 
around the architecture of global financial services 
(ISO, n.d.; PCI Security Standards Council, n.d.). 
The Financial Industry Regulatory Authority, in co
ordination with counterparts in other countries, 
began as a conference of financial organizations 
that emerged from the economic calamity of the 
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Great Depression to work together on ensuring 
market integrity and investor protection (FINRA, 
n.d.). Formed as an industry association, it eventually 
became a productive interface between industry 
and government regulatory organizations like the 
Securities and Exchange Commission (SEC, n.d.).

When technological innovations such as digital 
currencies emerge and questions about the 
possibility of central bank digital currencies 
are raised, the technological evolution, policy 
recommendations, and regulatory and political 
implications are studied in terms of the impact on 
the global financial system’s architecture. New 
concepts—like the XC platform—can be defined as 
multilayer architectures for financial settlements 
that make use of new technology concepts like 
digital certificates of escrow to accommodate 
digital currencies in a way that harmonizes with 

the rest of the architecture, flexibly adapting to 
new innovations (Kumar et al., 2024).

A major function of this architecture, besides 
providing seamless global interoperability, is the 
prevention of financial fraud in a way that bal
ances privacy with the need for market security 
and stability. The global financial system’s arch
itecture enables the use of technologies like 
machine learning (ML) in targeted ways to detect 
fraudulent activity and while remaining fully iso
lated in payment processing or clearinghouse 
systems to aid in managing consumer privacy. 
The interoperability between banks and card 
networks provides an alignment of incentives 
as they both realize significant financial rewards 
through any improvements in privacy preserving 
detection algorithms since merchants are willing 
to participate in exchange for assured payments.
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Appendix B

Case Studies to Illustrate Costs and 
Opportunities in Digital Health Data 
and Infrastructure

Use Case 1: Cardiovascular Disease
CVD is the leading cause of mortality worldwide, 
accounting for nearly one-third of all deaths (Martin 
et al., 2024). The burden of CVD—including heart 
attacks, strokes, heart failure, and amputations—
poses significant challenges to health systems due 
to its high prevalence and associated costs. The 
integration of digital technologies into established 
CVD care, such as AI-driven predictive analytics, 
telehealth, and remote patient monitoring, offers 
transformative potential to address these chal
lenges (Cleland et al., 2005; Chow et al., 2015; 
Santo and Redfern, 2020). By enabling better care 
coordination, proactive care, cost efficiencies, 
and improved discovery of disease phenotypes 
and treatments, digitally-informed care for CVD 
could improve patient outcomes, reduce hospital 
readmissions, and lower overall health care costs.

CVD and the Need for a Digital Health 
Infrastructure

Heart failure, or cardiomyopathy, is a cardiac 
condition that impairs the heart’s ability to contract 
and relax, resulting in circulatory insufficiency 
and resultant fatigue, fluid retention, and higher 
risks of cardiac arrhythmias (American Heart 
Association, 2024). It is one of the most prevalent 
cardiac conditions in the US, affecting 6.7 million 
adults (Martin et al., 2024). It is typically a chronic 
condition, and its management is complex for both 
clinicians and patients, involving a variety of lifestyle, 
pharmacologic, and device-based interventions 
(Maddox et al., 2024). Specifically, patients are 
often required to adhere to a somewhat restrictive 
diet; carefully manage their hydration; and engage 
in healthy patterns of exercise, sleep, and activity. 
Depending on the degree of cardiac impairment, 

patients may need to take 10 to 15 medications 
a day and use cardiac devices to monitor and 
manage abnormal heart rhythms. Their care team 
typically consists of several physicians—primary 
care, general cardiologist, heart failure specialist—
and a variety of other care team members, includ
ing nurses, physical therapists, dieticians, social 
workers, and pharmacists. Patients often need 
to juggle many tasks simultaneously to optimally 
manage their condition, including monitoring their 
heart status with frequent vital sign and weight 
checks, coordinating multiple prescriptions, com
municating with several care team members, and 
attending a variety of ambulatory care visits. Care 
teams also have many tasks to effectively manage 
patients living with heart failure, including ensur
ing that they are receiving timely and evidence-
based care, coordinating with other members of 
the care team, and responding to acute patient 
issues like symptom worsening or the development 
of cardiac arrhythmias.

This description of the complexity and intensity 
of activities required for effective heart failure 
management helps illustrate how an effective 
digital and data infrastructure could significantly 
ease the management burden on both patients 
and care teams. A digital and data infrastructure 
could improve care coordination, identification of 
patients needing additional management, care 
efficiencies like reducing duplicative testing, and 
novel insights into disease phenotypes and new 
therapies. Specifically, digital health information 
systems such as remote patient monitoring, 
telehealth visits, EHRs, and digital messaging could 
allow for more seamless and rapid transmission of 
information between the patient and care team, 
facilitating coordinated, informed, and efficient 
care. The data from these information systems 
could also be analyzed to detect impending signs 
of symptom worsening, trigger patient and care 
team action items, and, ideally, prevent cardiac 
decompensation. This analysis could also help 
identify and alert the care team to any gaps in 
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patient care. Coordinated digital health information 
systems could also address siloing of clinical 
information, allowing all care teams to access 
the entirety of the patient’s medical information 
and reducing inefficiencies that result from such 
fragmentation. Finally, data from large cohorts 
of heart failure patients could also be analyzed 
to identify novel phenotypes of the condition, 
suggest new hypotheses for their management, 
and facilitate pharmacological and device dis
coveries. The capabilities described above—and 
others—of a functional and interoperable digital 
and data ecosystem could significantly improve 
care experience, efficiency, and outcomes for pa
tients living with heart failure and the experience 
clinicians have in delivering such care. The authors 
provide more detailed examinations of these 
potential benefits in the sections that follow.

Care Coordination

Care coordination reduces the potential for adverse 
health outcomes by organizing care activities 
across multiple providers and settings with the goal 
of safe, efficient, and quality care. Specifically, the 
American Heart Association and American College 
of Cardiology have advised that care coordination 
is crucial for patients with heart failure (Goldfarb 
et al., 2024). Studies show that heart failure pa
tients with effective care coordination have lower 
morbidity, mortality, and rehospitalization rates 
and fewer adverse medication events (Samal 
et al., 2016). Costs associated with heart failure 
treatment in the US are estimated at $40 billion 
annually, including more than $10 billion due to 
emergent or unplanned care (Voigt et al., 2014).

Effective care coordination requires the exchange 
of current and comprehensive health information 
across a patient’s care team, regardless of health 
setting, medical discipline, or vendor health record 
platform. Unfortunately, studies indicate that 
nearly half of clinicians are unable to access patient 
information in real time from a different institution, 
forcing many to resort to manual, time-consuming 
methods to obtain these data (Anderson and 
Rowley, 2024). Seamless accessibility of clini
cally meaningful information requires a modern, 

adaptive digital and data architecture (National 
Academy of Medicine, 2018).

Health Monitoring and Communication

Recent examples of successful interoperable 
digital and data architecture that supports 
proactive self-management and improved out
comes for cardiac risk heart failure include 
wearable and remote monitoring devices, digi
tal health tools, and health information networks 
and organizations. Personal health devices (e.g., 
smart watches or rings, wireless scales, remote 
oximetry) are increasingly used by care teams to 
help patients proactively avoid symptom exacer
bation and manage heart failure symptoms (Sapna 
et al., 2023). These devices provide real time feed
back to patients and providers on health status and 
needs and aim to reduce disease exacerbation and 
prevent health emergencies. They create real time 
data on physiological responses to current activi
ties in the patient’s natural setting, offering in vivo 
feedback on behavior changes. When coupled with 
effective care management and patient education, 
patients often feel equipped to independently 
self-manage disease risk and respond to alerts, 
averting unnecessary adverse health outcomes.

Likewise, with proper networking and data quality 
assurance, these devices transmit clinical content 
that can integrate into patients’ EHRs, directly 
supporting care team workflow. When event 
notifications are integrated into the right workflow, 
the care team knows when to contact the patient 
on necessary medication or behavior changes to 
address cardiac concerns, ultimately reducing dis
ease escalation and costly unplanned care (Lettere 
et al., 2016). For example, recent studies show that 
remote monitoring reduced heart failure hospital 
admission rates (Stevenson et al., 2023). Similarly, 
digital health interventions can leverage the 
power of connected care to improve heart failure 
outcomes. Tools like automated text messages, 
mobile health applications, telehealth, and decision 
support systems leverage the power of advanced 
computing and intelligence to synthesize the vast 
literature on heart failure treatment and present 
evidence-based suggestions within the provider 
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workflow, quickly prompting provider actions and 
suggested outreach and management strategies 
for care teams (Myhre et al., 2024).

With fully interoperable health record plat
forms, patient data becomes readily available 
across different providers. Health information 
organizations are a network of interoperable 
systems allowing real time data exchange. The 
networks use a set of standards, services, and 
policies to securely exchange multiple data types 
from disparate sources in real time (Lettere et 
al., 2016). Given the foundational importance to 
effective care coordination of complex diseases 
like heart failure, health systems, industry leaders, 
and government agencies have invested in 
interoperability and data standards that promote 
health information exchange. Studies investigating 
the impact of health information networks on 
hospitals found that interoperability shortened 
hospital transfers by nearly 12 percent for heart 
attack patients (Li et al., 2022). Further, effective 
electronic communication and accessible health 
information also reduced 30-day readmissions in 
patients by nearly 3 percent (Li et al., 2022).

Effective and proactive self-management and 
care coordination for heart failure can have a sig
nificant positive impact on health outcomes and 
reduce the overall cost of care. While advances in 
digital health tools, personal health devices, and 
electronic information exchange show promise at 
reducing costly adverse events for patients with 
heart failure, work must continue to align data stan
dards and technology nationally to avoid additional 
complications that risk patient safety or further 
fragment an already taxed medical ecosystem.

Precision Diagnostics and Management

Digital and data architecture initiatives that allow 
for more precision in identifying and treating pa
tients with CVD have the potential to reduce costs. 
The application of precision medicine within 
CVD management is becoming more prevalent 
due to advancements in AI. The use of precision 
medicine is broadly classified into four domains: 
prediction, diagnosis, phenotyping, and risk strat
ification (Mohsen et al., 2023). Further stratified 

into early, mortality, disease, and dose, prediction 
applications comprise 50 percent of current 
precision medicine-focused studies (Mohsen et 
al., 2023). AI analytic techniques are a promising 
technology to support this goal. Specifically, AI-
augmented CDS systems (AI-CDSS) can assist 
providers with identifying the most appropriate 
treatment options by applying ML algorithms to 
aggregated data from EHRs, imaging, laboratory 
results, and genomics databases (Bozyel et al., 
2024). Capable of performing risk prediction, early 
detection, diagnosis, and treatment optimization, 
AI-CDSS can deliver cost saving benefits along the 
continuum of care (Bozyel et al., 2024). Below, the 
authors describe some early examples of using AI-
CDSS to improve coronary artery disease detec
tion, atrial fibrillation detection, and AI-assisted 
CVD phenotyping to support targeted therapies.

Coronary Artery Disease Detection

Risk stratification applications use ML to analyze 
Coronary Computed Tomography Angiography, 
where coronary inflammation, extent of coronary 
plaque, and other clinical factors are simultane
ously assessed to quantify patient risk (Tsiachristas 
et al., 2024). Modeled over a patient’s lifetime, ML-
enabled risk identification in clinical care led to a 4 
percent reduction across myocardial infarctions, 
strokes, and heart failures while reducing cardiac 
mortality by 12 percent (Tsiachristas et al., 2024). 
With an estimated incremental cost-effective
ness ratio of $1,794 per quality-adjusted life year, 
ML-enabled risk modeling proves cost effective 
(Tsiachristas et al., 2024). AI technologies can 
also optimize the use of medical resources by 
automating portions of the diagnostic process 
while potentially improving prediction of coronary 
artery disease (CAD) progression and potential 
adverse events. AI-CDSS can prevent costly emer
gency interventions as well as reduce hospital 
readmission rates. AI-assisted monitoring within 
cardiovascular intensive care units allows for early 
identification of patients at risk for readmission, 
potentially saving millions in CAD-related inpatient 
costs per year when implemented at scale (Kessler 
et al., 2023; Moazemi et al., 2023).
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Atrial Fibrillation Detection

AI is increasingly employed in novel ways that 
improve disease detection and discovery. In the 
area of CVD, AI-augmented electrocardiograms 
(EKGs) are being used for early detection of atrial 
fibrillation (AF). In a 2019 study by Attia et al., re
searchers leveraged a repository of over 400,000 
EKGs performed at the Mayo Clinic to train the 
convolutional neural network (CNN) model. The 
AI-enabled EKG predicted AF with an overall ac
curacy of 83.3 percent even among asymptomatic 
patients (Attia et al., 2019). The incorporation of 
AI within EKGs can lead to improved patient out
comes and could likely lower costs associated 
with catastrophic and emergency care. As nearly 
one-third of AF patients are asymptomatic, early 
detection and intervention within this population 
could save nearly $8 billion of the $26 billion spent 
on treating AF patients annually (Reddy et al., 2024).

While standard EKG remains the most accepted 
method of AF diagnosis, the proliferation of photo
plethysmography through the use of wearable 
devices creates an opportunity to include AI algo
rithms in the quest for advanced AF detection. Two 
separate studies conducted by Apple and Huawei 
both found that passive monitoring for AF using 
wearables is highly effective, achieving positive 
predictive values of 84 and 92 percent, respectively 
(Harmon et al., 2023). The advanced detection of 
AF, particularly in asymptomatic patients, enables 
early interventions such as anticoagulation therapy 
or ablation, lowering risk of stroke (Askarinejad et 
al., 2025).

AI-Assisted CVD Phenotyping

Despite the relative paucity of studies focused on 
AI-enabled phenotyping (14 percent), this practice 
represents perhaps one of the most consequential 
areas within precision cardiovascular medicine 
(Mohsen et al., 2023). Leveraging a combination 
of genomics and clinical data, AI-driven algorithms 
can be used to identify complex and chronic 
disease sub-phenotypes (Mohsen et al., 2023). In 
the case of AF, deep learning algorithms can be 
used to analyze potential responses to various 
treatments, identifying patients who may benefit 

from specific therapies like anticoagulants or 
catheter ablation (Krittanawong et al., 2017). These 
novel approaches to precision medicine could 
improve treatment efficacy and patient outcomes 
while simultaneously reducing adverse events and 
driving down cost.

The increased accessibility of generative AI tools 
is also empowering patients to engage in self-
diagnostic discovery. Research and testimonials 
suggest that patients increasingly use large 
language models like ChatGPT to investigate 
unexplained symptoms, even in high-risk condi
tions like CVD (Stokel-Walker, 2024). Recent 
studies have sought to evaluate the accuracy of 
diagnosis-related information provided by these 
models. One specific study evaluated ChatGPT’s 
accuracy in providing recommendations on hyper
tension management, highlighting the potential of 
AI models to assist patients in understanding and 
managing cardiovascular conditions (Kassab et al., 
2023). This study aligns with broader findings on 
patient-AI collaboration, where health consumers 
actively contribute to diagnostic refinement 
through AI-aided self-assessment—particularly 
when symptoms are subtle or intermittent, as is 
common in paroxysmal AF (Wu, 2024). Millenson 
has described this trend as emblematic of a shift 
toward “collaborative health”, where informed 
patients engage as partners in detection and 
decision making, aided by accessible AI models 
(Millenson, 2017).

Economic Impact

The lack of effective and interoperable digital 
and data infrastructure has profound economic 
consequences for health care. For example, 
poor visibility into care needs and a lack of coor
dinated care across settings and disciplines for 
heart failure patients often leads to duplicative 
procedures, unplanned high-cost care, and missed 
opportunities to prevent adverse outcomes. 
Expanding on the promise of interoperability to 
promote efficient health data exchange that im
proves quality, safety, and efficiency will also help 
provide high-quality care and reduce costs. While 
an effective and interoperable digital and data 
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infrastructure necessitates strong governance 
that protects data privacy and standards to ensure 
interoperability across data types, the technology 
exists to support the deployment of such an 
architecture broadly. Specifically, advances in 
computing and the storage and development of 
predictive algorithms for Enterprise Master Patient 
Index systems support the combination of large 
and disparate data sets into a single clinical data 
repository that can better represent the many 
facets of care required for a single patient or 
patient population. Likewise, regulatory efforts 
on data standards as well as the incorporation of 
data classes for non-HIPAA protected data re
present a promise to translate data across the 
entire ecosystem to health insights. As the learn
ing capacity and computing power of AI grows, 
the use of precision cardiovascular medicine 
will likely proliferate. Integrated digital and data 
infrastructure has the potential to help realize 
significant cost savings across the health system. 
As the economic cost of care for heart failure 
in the US today soars, the value proposition for 
prioritizing interoperable, effective, and efficient 
data exchange is considerable.

Use Case 2: Maternal/Fetal Health 
and Maternal Mortality

Maternal Mortality and the Need for a Digital 
Health Infrastructure

In the US, maternal mortality rates—death during 
pregnancy or within 42 days after delivery—remain 
high at 18.6 deaths per 100,000 live births in 2023 
(Hoyert, 2025). Black women experience a maternal 
mortality rate of 50.3 per 100,000 live births, more 
than two times higher than white women (Hoyert, 
2025). Equally concerning are pregnancy-related 
deaths—which occur during pregnancy, delivery, 
or within a year after delivery. Significant dispari
ties by race and ethnicity are noted in pregnancy-
related deaths, with Black, American Indian and 
Alaska Native, and Pacific Islander women having 
the highest mortality rates (KFF, 2025b).

Understanding the underlying causes of 
pregnancy-related deaths and identifying oppor

tunities for prevention are critical to improving fetal, 
infant, and maternal health outcomes. Prevention 
of pregnancy-related deaths and elimination of 
associated disparities will also help reduce severe 
maternal morbidity and avert adverse sequelae 
to the fetus and newborn—including stillbirth, in
fant mortality, preterm birth, and low birthweight 
(Zeitlin et al., 2019; Phibbs et al., 2022; Tsamantioti 
et al., 2025).

Addressing disparities in maternal mortality 
and pregnancy-related death requires a data 
infrastructure that identifies risks earlier than 
current systems can; ensures continuity of care 
throughout pregnancy, delivery, and postpartum; 
supports timely interventions; and identifies 
opportunities for improvement in quality of care. 
Currently, fragmented and inconsistent data 
systems hinder efforts to meet these needs, lim
iting health care providers’ and patients’ ability to 
make informed decisions based on comprehensive 
health information.

Fragmented Information

High quality maternal and infant care requires 
collaboration and data sharing between health 
care providers across multiple settings, including 
primary care, prenatal clinics, and hospitals—
including emergency and pediatric care centers. 
However, data is often siloed in different systems, 
leading to gaps in care coordination (Rebecca 
A. Gourevitch, 2020; Chappel et al., 2021). For 
example, a mother’s prenatal care records at one 
facility may not be readily available to the team 
managing her delivery at another hospital, and 
maternal health and prenatal records may not 
be linked to the new infant’s record in the same 
hospital soon after delivery. This lack of integration 
results in incomplete health histories, missed risks, 
and delays in treatment during critical moments.

Health care systems also often collect and store 
information in varying formats, further complicating 
data sharing. A mother’s important preconception 
health information—such as lab results indicating 
prediabetes or blood pressure trends related to 
chronic hypertension—may not be accessible when 
she transfers care to another facility. Similarly, in
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fant health records, including details on delivery 
complications or newborn screening results may 
not flow seamlessly between hospital systems and 
pediatric providers. These gaps in communication 
between systems contribute to fragmented care, 
which disproportionately affects underserved 
populations and exacerbates disparities in mater
nal and infant outcomes. Without full access to 
primary care and prenatal records, health care 
providers may be unaware of pregnancy-related 
complications or preexisting conditions that could 
influence decisions during labor and delivery.

Challenges with Standardization and Mother-
Baby Data Linkage

Another issue is the lack of widely adopted 
standards for maternal and infant data. Without 
consistent and comparable data, it is difficult for 
health care providers to share crucial information 
across settings and address gaps in care. Key 
data elements, such as prenatal visit summaries, 
maternal health conditions, and newborn health 
metrics are not always standardized. This incon
sistency leads to difficulties in linking records 
between different care settings, making it harder 
to provide seamless care.

Maternal and infant data are often stored in 
separate systems, creating additional challenges 
in linking information across health care providers. 
This disconnect is especially problematic during 
transitions of care, such as from prenatal to delivery 
or from hospital to home. Critical information is 
frequently lost in these transitions, preventing 
health care providers from having a full under
standing of the patient’s history, which can lead 
to missed opportunities for early interventions. 
This gap also leads to difficulty in understanding 
potential linkages between maternal health and 
the emerging health of newborns over time.

Programs that aim to improve maternal and 
infant outcomes, such as Perinatal Quality 
Collaboratives and Alliance for Innovation in 
Maternal Health care bundles, have shown the 
benefits of coordinated care (American College 
of Obstetricians and Gynecologists, n.d.). However, 

these efforts are limited by the inconsistent integ
ration of data across care sites. If a mother’s 
pregnancy complications or gestational diabetes 
history are not linked to the infant’s health records, 
pediatricians may lack essential information 
that could affect the management of the new
born’s health. This disconnect prevents providers 
from delivering fully informed, coordinated care. 
While techniques like Privacy Preserving Record 
Linkage, used in pediatric studies during the 
COVID-19 pandemic, offer models for improving 
data governance and security, such approaches 
are not widely implemented in maternal and infant 
care (National Institute of Child Health and Human 
Development, 2022). Without robust data linkage 
frameworks, the secure and accurate exchange 
of health information remains challenging, 
exacerbating the fragmentation of care and 
reducing the effectiveness of programs aimed at 
improving maternal and infant outcomes.

Access and Emerging Standards

There are, however, opportunities to accelerate 
interoperability under the 21st Century Cures Act. 
The 2023 updates to FHIR standards provide an 
example of how emerging data sharing frameworks 
can enhance access to care (HL7 International, 
2022). FHIR enables smoother data exchange 
between health care systems, helping pro
viders access maternal health metrics and infant 
records in real time. However, implementation 
challenges persist, particularly in maternity care 
systems where integration with legacy systems is 
often difficult.

In 2023, the Eunice Kennedy Shriver National 
Institute of Child Health and Human Development 
at the NIH worked with federal and private stake
holders to standardize the exchange of clinical 
maternal and infant health data, producing The 
Maternal & Infant Health Information for Research 
Implementation Guide. The Guide helps clinicians, 
academics, and others to capture, aggregate, and 
analyze data from different EHRs (HL7 International, 
2022). Similarly, ASTP’s development of USCDI+ 
for maternal health aims to standardize a core set 
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of data elements while supporting the collection 
of key information necessary for high-quality care 
and maternal health research (ASTP, 2025b). While 
these efforts are promising, full adoption and 
integration of these standards across urban and 
rural health care systems remain a challenge.

Artificial Intelligence and Machine Learning

AI and ML can assist clinical care by predicting 
risks, identifying complications early, and enabling 
real-time decision support.

Predictive Analytics

By analyzing large datasets, AI can help identify 
patterns and risk factors that might not be imme
diately apparent to clinicians, like preeclampsia, 
gestational diabetes, and preterm birth. For 
example, AI can combine data from prenatal 
visits, genetic information, and lifestyle factors to 
predict a mother’s risk of developing gestational 
diabetes. Early detection of these issues would 
allow for closer monitoring and timely interventions, 
which can prevent the condition from progressing 
and reduce the need for emergency interventions 
during labor.

Fetal Monitoring

Traditional fetal monitoring during labor relies 
heavily on manual interpretation of data from fetal 
heart rate monitors, which can lead to inconsis
tencies or missed warning signs. ML algorithms 
can analyze fetal heart rate patterns contin
uously, identifying subtle changes that might 
indicate distress, enabling earlier and more 
accurate interventions, reducing the risk of neo
natal asphyxia, and improving birth outcomes 
overall. AI-based fetal monitoring systems are 
especially beneficial in high-risk pregnancies, 
where continuous, real-time analysis can make 
the difference between a straightforward and 
complicated delivery. Remote fetal monitoring has 
also demonstrated benefits in improving outcomes, 
particularly in high-risk pregnancies. A systematic 
review and metanalysis showed that remote fetal 
monitoring reduces the risk of neonatal asphyxia 

by 34 percent (Li et al., 2023). Remote monitoring 
tools allow for early detection of complications, 
providing valuable insights into maternal and fetal 
health during labor and helping reduce the need 
for emergency interventions (Mhajna et al., 2020; 
Martin et al., 2023).

Resource Allocation and Care Pathways

AI tools can also analyze hospital and clinic data 
to predict demand for labor and delivery services, 
helping health care administrators allocate 
resources more efficiently. These predictions 
can help ensure that labor and delivery units are 
properly equipped to handle both routine deliveries 
and emergencies. By anticipating demand, hos
pitals can also reduce wait times and improve 
overall patient experience.

CDS Systems (CDSS)

CDSS may alert a clinician when a patient’s 
vital signs or lab results indicate a potential 
complication, such as an impending hyperten
sive crisis. By providing actionable insights at the 
point of care, CDSS can improve patient safety 
and reduce the likelihood of adverse outcomes. 
However, broader population outcomes may be 
difficult to assess. In a systematic review of 684 
studies by Lin and colleagues, the authors noted 
gaps in CDSS based on the need for additional 
maternal history, lack of community factors such 
as social determinants of health, and internal 
versus external validation (Lin et al., 2024).

Genomics

Clinicians could leverage whole-genome 
sequencing data to identify genetic markers as
sociated with rare diseases that might affect 
the pregnancy or newborn. This is particularly 
important for families with a history of genetic 
disorders, recurrent pregnancy loss, or when 
a baby shows signs of developmental issues in 
utero. AI algorithms can help quickly sift through 
vast amounts of genetic data to identify muta
tions that may indicate a higher risk for conditions 
like congenital heart disease or other inherited 
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disorders, allowing health care providers to coun
sel families on potential interventions or prepare 
for necessary care after birth (Clark et al., 2019).

Postpartum Care

Clinicians can predict the risk of postpartum 
hemorrhage or infection—two leading causes of 
maternal mortality—by analyzing patient data 
including delivery history, blood loss during labor, 
and vital signs (Venkatesh et al., 2020; Westcott 
et al., 2022; Lengerich et al., 2024). AI tools can 
help identify mothers who are at higher risk for 
these conditions and ensure that they receive 
closer monitoring and preventive care in the criti
cal hours and days following delivery. In addition, 
new care opportunities exist with improved ac
cess to longer periods of postpartum care in 48 
states, the District of Columbia, and United States 
Virgin Islands, all of which have expanded Medicaid 
coverage to one year after delivery (KFF, 2025a).

Health Care Disparities

AI tools can potentially inform interventions that 
improve access to care, ensure that all patients 
receive the same high level of attention and treat
ment regardless of demographic background, 
and reduce biases. However, AI can potentially 
exacerbate disparities if biases are integrated 
into algorithms. For example, when using vaginal 
birth after C-section (VBAC) calculators, Black 
women were systematically identified as less likely 
to successfully have a VBAC, leading to higher 
levels of Black women to be recommended for a 
C-section rather than attempting a VBAC (Vyas 
et al., 2019).

Automation of Administrative Tasks

AI can also help streamline tasks like appointment 
scheduling, billing, chart summarization, and pa
tient triage, allowing health care providers to focus 
on patient care. For example, chatbots powered 
by natural language processing can help answer 
routine patient queries , schedule appointments, 
monitor for postpartum or infant health concerns, 
and provide personalized health advice based on 
the patient’s medical records (Nguyen et al., 2024; 

Rivera Rivera et al., 2024). In addition, providers 
could use predictive tools to analyze compre
hensive datasets that span multiple care settings 
and identify potential complications earlier in 
pregnancy. These tools are more effective when 
they can draw data from a wide range of sources, 
improving the accuracy of risk assessments and 
enabling timely interventions.

Economic Impact

The lack of interoperable data systems in maternal 
health has significant economic implications. 
Adverse maternal health and associated mor
bidities are estimated to cost the health care 
system $32.3 billion from conception to 5 years 
postpartum (Paul, 2024). Currently, 25 percent of 
pregnant women do not receive adequate prenatal 
care (Martin and Osterman, 2023). The inability to 
access comprehensive patient records can lead 
to duplicative tests, unnecessary interventions, 
inaccurate diagnoses, and increased hospital 
admissions, driving up health care costs. For 
instance, preventing emergency C-sections and 
reducing neonatal ICU admissions through better 
data integration could save thousands of dollars 
per pregnancy (DeJoy et al., 2020). Complicating 
the interoperability of health data systems is the 
inability of surveillance programs to obtain data 
in a timely fashion. For example, SEER provides 
detailed cancer incidence and survival data from 
population-based cancer registries covering ap
proximately 48 percent of the US population, but 
due to fragmented data systems and the need for 
high levels of curation, SEER data lags by two years 
(Murphy et al., 2024).

From a cost-benefit perspective, improving care 
coordination by implementing FHIR standards and 
adopting USCDI+ could reduce inefficiencies and 
improve outcomes. Studies suggest that reducing 
unnecessary interventions and improving access 
to necessary prenatal care through integrated data 
systems could result in savings of several hun
dred dollars per pregnancy, particularly through 
reductions in emergency procedures and hospital 
stays (Opiyo et al., 2020; Kuhlmann et al., 2021). 
Looking forward, implementing TEFCA could 
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further support cross-system interoperability, 
enabling seamless data sharing and reducing 
administrative burdens.

The return on investment for implementing these 
data systems is significant. Health care systems 
that prioritize seamless data exchange can save 
on long-term care costs and reduce readmis
sions while improving maternal and infant health 
outcomes. Furthermore, the broader economic 
impact of improving maternal health extends 
beyond health care costs, as healthier mothers 
and infants contribute to increased productivity 
and societal well-being (Phibbs et al., 2020). AI and 
ML technologies also offer the potential to reduce 
health care costs by preventing complications and 
enabling more cost-effective interventions.

Use Case 3: Non-Small Cell Lung 
Cancer Novel Therapies
Checkpoint inhibitor therapy and targeted 
therapies have transformed the landscape of 
cancer treatment, particularly for non-small 
cell lung cancer (NSCLC) (de Jong et al., 2023). 
These therapies have shown remarkable promise, 
offering new hope to both newly diagnosed pa
tients and those who have exhausted traditional 
treatments. Currently, over 40 percent of patients 
with newly diagnosed NSCLC possess targetable 
mutations, making them eligible for cutting-edge 
targeted therapies (Barlesi et al., 2016). However, 
the complexity and high cost of these therapies 
necessitate precise, personalized approaches 
to maximize their efficacy and accessibility. 
Digital health technologies have emerged as 
key facilitators in this domain, offering tools for 
personalized medicine, real-time monitoring of 
treatment responses, and data-driven optimiza
tion of therapeutic strategies.

NSCLC and the Need for a Digital Health 
Infrastructure

Despite advances and novel treatments, two-
year survival in advanced NSCLC remains under 
50 percent (Howlader et al., 2020). Therefore, 
personalized medicine and targeted therapies 
are not just a frontier of scientific innovation but 

a pressing public health need. Making effective 
treatments available is crucial for improving 
survival rates and quality of life for patients with 
cancer and other conditions. A major barrier to 
realizing this potential is access to appropriate 
molecular and genetic testing, which identifies 
patients who can benefit from targeted therapies. 
Unfortunately, over half of all patients with NSCLC 
do not receive comprehensive genomic profiling, 
with even greater disparities between Black and 
White individuals (Bruno et al., 2021). Furthermore, 
even among those with actionable mutations, 64 
percent of eligible NSCLC patients do not receive 
targeted treatments, leading to increased nega
tive health outcomes (Sadik et al., 2022; Scott et 
al., 2024).

Guideline Changes

Digital health technologies have the potential to 
revolutionize how NSCLC is treated by enabling 
more frequent automated updates to clinical 
guidelines, bypassing the delays associated 
with traditional updates such as those from the 
National Comprehensive Cancer Network. Using 
large language models, these updates could be 
produced more quickly, and, following appropriate 
final curation by medical experts, communicated 
and implemented into the workflow of nationwide 
health systems. A future where this is possible 
would require health system interoperability that 
permits rapid dissemination, providing physicians 
with details of the updated recommendations 
efficiently. Goals could be established, and pro
gress towards them measured, by leveraging 
improved data flows and digital technologies that 
ingest and communicate this information.

Discovery

Advances in AI may also accelerate drug and 
biomarker discovery, paving the way for improved 
personalized treatment strategies. For example, 
automated biomarker identification using 
pathomics and radiomics has been shown to help 
identify novel biomarkers that can guide therapy 
selection (Madabhushi and Lee, 2016). Furthermore, 
leveraging EHRs can significantly improve cancer 
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detection and the identification of specific gen
etic mutations. AI-driven multimodal predictors 
of immune checkpoint inhibitor benefit—which 
integrate data from histopathology, imaging, and 
genomics—can help stratify patients for optimal 
therapeutic responses (Artera, n.d.). The analysis 
of large genomic datasets using computational 
chemistry methods can also aid in identifying new 
drug targets and advancing the development of 
tailored treatments. Integration of multimodal 
data per patient aggregated across all patients 
with NSCLC could more rapidly improve the detec
tion of co-mutations and other risk factors. These 
discoveries might increase or decrease treatment 
response rates and adverse experiences to refine 
new research and development efforts towards 
more safe and effective treatments. The lack of 
nationwide aggregation of such information limits 
the potential to accelerate learning and implement 
these learnings into new therapies.

Economic and Quality Impact

Remote monitoring using real-world datasets 
allows for continuous assessment of quality and 
safety metrics, providing a more dynamic and re
sponsive approach to patient care (Beauchamp et 
al., 2020). For example, large real-world datasets 
may facilitate identifying clinically- and molecularly-
defined subgroups in whom checkpoint inhibitor 
therapy is less effective, potentially reducing cost 
associated with ineffective treatments (Sun et 
al., 2021). Proactive adverse event monitoring 
facilitated by AI could also potentially enhance 
safety surveillance, informing regulatory bodies 
like the FDA for more timely intervention. EHR- 
and claims-based repositories offer the poten
tial for real-time monitoring of targeted and 
novel therapies, ensuring that they are utilized 
when indicated. This approach would provide an 
advantage over current quality metrics, which 
often rely on self-reporting, delaying an accurate 
depiction of real-world practice. It would also 
support a more cost-effective health system by 

aligning treatments with those who are most 
likely to benefit and less likely to have adverse 
effects. By creating real-time systems that monitor 
guideline-recommended treatment approaches 
and providing feedback to physicians and health 
systems on their adherence, more patients could 
benefit from the rapid implementation of best 
practice guidelines (Sadik et al., 2022).

Digital health and AI can also play critical roles 
in improving surveillance, quality, prediction, and 
decision support in NSCLC treatment. Robust data 
systems are essential for monitoring treatment 
responses and adverse events, contributing to a 
more comprehensive understanding of patient 
outcomes. ML could aid in treatment optimization, 
reducing ineffective treatments, and avoiding 
unnecessary hospitalizations, ultimately leading 
to more appropriate and reduced spending. 
By leveraging digital health and AI, the health 
care ecosystem could move toward a more pro
active, precise, and patient-centered approach to 
NSCLC care, unlocking the full potential of novel 
therapies and improving outcomes for patients. 
The integration of digital health technologies and 
AI into NSCLC treatment holds significant promise 
for improving access to novel therapies, enhanc
ing survival and safety outcomes, and improving 
and reducing overall health care costs. Real-time 
monitoring, advanced data analytics, and person
alized treatment approaches can help overcome 
existing barriers to effective NSCLC care, ulti
mately advancing the future of cancer therapy.

Use Case 4: Diabetes Mellitus
Diabetes mellitus is a critical global health 
challenge, affecting approximately 49 million 
Americans—about 16 percent of the population—
with significant economic and health effects 
(CDC, 2024). The disease’s multisystem impact 
encompasses cardiovascular, renal, neurological, 
ophthalmologic, and metabolic complications, 
creating a complex clinical landscape that de
mands sophisticated management strategies 
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(Bright and Sakurada, 2016). The economic bur
den of diabetes is also staggering. Direct medical 
costs and reduced productivity associated with 
diabetes amount to more than $413 billion annu
ally in the US (CDC, 2024). Genetic predisposition 
plays a significant role, with first-degree relatives 
of individuals with type 2 diabetes experiencing a 
2 to 6 times higher risk of developing the condition 
than their peers (Florez et al., 2003). Diabetes-
related complications also represent a substantial 
population health challenge. Approximately 50 
percent of adults with diabetes develop chronic 
kidney disease, 28 percent develop diabetic 
retinopathy, and 30 percent experience periph
eral neuropathy (Bansal et al., 2014). The metabolic 
cascades triggered by uncontrolled diabetes 
also create complex interrelated health risks. 
Hyperglycemia initiates inflammatory processes 
that accelerate atherosclerosis, increase cardio
vascular risk, and compromise multiple organ 
systems, which not only reduce patient quality of 
life but dramatically increase health care utilization 
and costs (Rezende et al., 2020).

Diabetes Mellitus and the Need for a Digital 
Health Infrastructure

Care Fragmentation

Diabetes management requires a multidisciplinary 
approach involving primary care physicians, en
docrinologists, ophthalmologists, nephrologists, 
cardiologists, and specialized diabetes educators. 
The National Quality Forum (NQF) has established 
a comprehensive set of quality metrics for diabe
tes care, reflecting the increasing complexity of 
managing this chronic condition (NQF, 2015). NQF 
and other quality metrics have evolved significant
ly over the past decade, encompassing a holistic 
approach to diabetes management. The metrics 
now include glycemic control assessment (HbA1c 
monitoring), cardiovascular risk management, 
comprehensive complication screening, medica
tion adherence tracking, patient self-management 

education, nutritional counseling, mental health 
screening, and comprehensive metabolic monitor
ing (NQF, 2015).

The pharmaceutical landscape for diabetes 
treatment has also undergone a remarkable 
transformation, with significant expansion in new 
treatment options that address the nuanced needs 
of different patient populations. These medications 
include GLP-1 receptor agonists, SGLT-2 inhibitors, 
and novel insulin formulations. These new medica
tion classes have demonstrated significant advan
tages over traditional treatments, but also have 
substantial side effects. A meta-analysis of 11 
clinical trials demonstrated a 12 percent reduction 
in major adverse cardiovascular events with 
these new medication classes, particularly GLP-
1 receptor agonists and SGLT-2 inhibitors (Qiu et 
al., 2020).

The emergence of precision medicine has the 
potential to improve—but also further complicate—
diabetes management. Pharmacogenomic stud
ies now suggest that genetic profiling can predict 
individual patient responses to specific medication 
classes. A landmark study revealed that genetic 
variations can influence the efficacy of metfor
min by up to 35 percent, highlighting the need for 
increasingly personalized treatment approaches 
(Zhou et al., 2014). This increasing complexity 
necessitates advanced care coordination 
strategies. Patients with type 2 diabetes inter
act with an average of 4 health care specialists, 
over the course of their care creating significant 
challenges in maintaining a cohesive care plan if 
the specialists cannot access the same robust, 
interoperable data about the patient (Orozco-
Beltrán et al., 2021).

Digital Health and Telemedicine

Digital health technologies have revolutionized 
diabetes management through sophisticated mon
itoring and intervention strategies. Telemedicine 
platforms have demonstrated remarkable efficacy 
in diabetes self-management, providing compre
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hensive, patient-centered care that extends beyond 
traditional clinical settings and has shown signif
icant clinical outcomes. A systematic review of 107 
clinical trials revealed that structured telehealth 
interventions achieved multiple key objectives 
among patients with diabetes, including:

•	 Reduced HbA1c levels by an average of 0.4-0.7 
percent compared to standard care,

•	 Improved medication adherence rates,
•	 Enhanced patient education and self manage

ment skills, and
•	 Decreased health care utilization through pro

active monitoring (Lee et al., 2017).
Clinical implementation of these enhanced 

telehealth programs typically involves multimodal 
approaches that have demonstrated clinical 
efficacy, including:

•	 Video consultations with diabetes specialists, 
•	 Remote monitoring of glucose data, 
•	 Personalized digital care plans,
•	 Automated medication and lifest yle 

recommendations, and
•	 Real-time feedback and risk stratification.
Continuous glucose monitoring systems have 

emerged as a particularly transformative tech
nology. One study demonstrated that continuous 
glucose monitoring reduced HbA1c levels by 0.5-1.0 
percent compared to traditional methods (Martens 
et al., 2021). However, practical implementation of 
these systems still present significant challenges. 
Insurance coverage remains inconsistent, with 
many patients facing substantial out-of-pocket 
expenses. Technical barriers also persist, including 
device accuracy limitations, user interface 
complexity, and data interpretation challenges. 
Patient education is critical, as improper use can 
lead to misinterpretation of glucose trends and 
potentially inappropriate treatment decisions.

Diabetic Retinopathy Screening: Deep 
Learning Methodologies

Diabetic retinopathy is a complex complication 
that is identified through sophisticated screen
ing methodologies. Deep learning algorithms have 

revolutionized early detection through advanced 
image analysis techniques. The core methodology 
involves CNNs trained on extensive retinal imaging 
datasets, which then process high-resolution fun
dus photographs, detecting microscopic vascular 
changes indicative of early-stage retinopathy.

The emergence of AI-assisted diabetic 
retinopathy screening has prompted significant 
updates in medical coding and reimbursement. 
The American Medical Association has introduced 
several new Current Procedural Terminology 
(CPT) codes specifically addressing AI-assisted 
retinal screening. Notably, CPT code 92229 was 
introduced in 2021 to describe computer-aided 
detection and diagnostic imaging interpretation of 
retinal images (Codify by AAPC, 2026). This code 
allows for separate billing of AI-assisted screening, 
providing a financial mechanism to support the 
adoption of advanced diagnostic technologies. 
CMS has also begun to recognize these AI-
assisted screening methodologies, creating a 
reimbursement framework that encourages the 
integration of advanced diagnostic technologies 
in diabetes care. Currently, three FDA-approved 
AI-based diabetic retinopathy screening platforms 
exist, with studies showing a 37 percent reduction 
in missed diagnoses compared to traditional 
ophthalmological assessments (Rajesh et al., 2023).

Artificial Intelligence

AI-powered diagnostic tools are increasingly 
being used to enhance screening for diabetes 
complications, offering notable improvements 
in accuracy and efficiency. Deep learning algo
rithms have shown promise in detecting and 
predicting various diabetes-related health risks. 
For example, AI models for diabetic retinopathy 
screening have reached up to 95 percent accuracy 
in identifying early-stage retinal changes, which 
can help support timely interventions (Rajesh et 
al., 2023). In nephropathy prediction, ML models 
demonstrate 71 percent accuracy in forecasting 
kidney disease progression, providing insights 
that may guide preventive care (Makino et al., 
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2019). Similarly, AI algorithms for cardiovascular 
risk stratification show sensitivity exceeding 70 
percent, offering another tool to help assess and 
manage risks associated with diabetes. These 
developments highlight the growing role of AI in 
supporting clinical decision making and improving 
care strategies for patients with diabetes.

Economic Impact

The potential economic benefits of incorporating 
advanced digital health technologies into diabetes 
management could be substantial (Sweet et al., 
2020). Reductions in health care expenditures 

could stem from several factors, including pre
ventive interventions that lower hospitalization 
rates, early AI-driven detection that helps avoid 
costly treatments for advanced complications, 
and continuous glucose monitoring that reduces 
the need for emergency care. A rigorous eco
nomic modeling study estimated that an advanced 
digital diabetes management program could lower 
health care costs by nearly $1,200 per participant 
within a year (Sweet et al., 2020). These findings 
underscore the potential for digital health tools to 
contribute to more cost-effective management of 
diabetes at both individual and population levels.
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