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Introduction

Increased sharing of health data among all stakehold-
ers in the health system—from patients and advocates 
to health professionals and medical researchers—is 
essential for creating a learning health system. Such 
a system would leverage health data from a variety of 
sources to meet the challenges of increasingly complex 
medical decisions and, in the process, create knowledge 
more efficiently in the service of producing better pa-
tient outcomes and less waste. Government agencies, 
nongovernment organizations (including charitable 
foundations and disease advocacy organizations), and 
the research community have taken important strides 
in recent years toward greater openness of research 
data and personal health data. In particular, there is 
increasing movement toward clarifying people’s rights 
to their own health data, promoting standards to ease 
their access, and providing tools that enable them to 

exercise their rights. Major challenges remain, how-
ever, in overcoming the resistance to data sharing that 
prevents scientists from learning about clinical trials 
whose results are unpublished and prevents other 
people from acquiring and sharing their own health-
related data. Those challenges create a need for incen-
tives (financial and otherwise) to create an open-data 
culture, for changes in laws and regulations to make 
data sharing easier, for improvement in the infra-
structure used for data-sharing, and for investment 
in research to increase data sharing abilities. Policies 
promoting a more open system should be evaluated 
to quantify the transition to a data-sharing ecosystem 
and the opportunities to improve its effectiveness in 
promoting clinical quality, patient choice, and scien-
tific progress. Given the scale of the challenges and 
the potential rewards, a strategic federal initiative that 
aligns current and future efforts would be one way to  
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accelerate movement toward a more open, people-
centric health system with data sharing at its core.

Topic Overview, Issues, and Trends 

Health-related and health-research data are vital re-
sources for clinical care, informed clinical choice, 
quality improvement, drug and device safety, effec-
tiveness assessment, and scientific discovery. Health-
related data refers to the four major determinants of 
health: personal, social, economic, and environmen-
tal (ODPHP, no date). Such data are the reagents with 
which we can produce information to support personal 
choices about health care, system choices about opti-
mizing medical and public health strategies, and policy 
choices about laws and regulations. They are the ingre-
dients necessary for medical breakthroughs.

There are formidable impediments—cultural and so-
cial as well as technical—to leveraging existing data for 
the benefit of individuals and society. Because of the 
incentive structure for data sharing, a prominent im-
pediment is the difficulty in motivating data holders to 
enable the coalescing and harmonizing of health-relat-
ed data that reside in disparate venues and formats in 
the health care and research ecosystems (Murugiah et 
al., 2016). The ability to access the data is not sufficient 
to produce benefit; technical advances in analytics and 
application are also required. Nevertheless, the lack of 
a way to acquire data easily, securely, and in a useful 
format is a critical obstacle to producing innovations 
and improvements in health and health care.

The Institute of Medicine (IOM) (now the National 
Academy of Medicine) introduced a concept of a learn-
ing health system to support transformational change 
in the fundamental aspects of health and health care 
(IOM, 2012a). In describing the paradigm shift to a sys-
tem in which data sharing is the norm rather than the 
exception, the Office of the National Coordinator for 
Health Information Technology (ONC), under the ae-
qis of the Department of Health and Human Services 
(DHHS), defines a learning health system as an ecosys-
tem in which all stakeholders can contribute, share, 
and analyze data and in which continuous learning cy-
cles encourage the creation of knowledge that can be 
used by a variety of health information systems (ONC, 
2015a). A learning health system has the potential to 
address some of the most pressing challenges of our 
current system, including the increasing complexity of 
medical decisions, the inadequacy and sluggish pace 

of acquiring evidence for guiding care, the systemic 
waste throughout health care delivery, and health dis-
parities and quality shortcomings despite high spend-
ing. A learning health system is also intended to ex-
pand capacity for knowledge generation, use health 
information technology (HIT) to propel improvement, 
configure systems for continuous improvement, and 
engage patients in working toward better outcomes. 

Health-related and research-related data are the 
substrates for both a learning health system and a vi-
brant research ecosystem. Such systems require rich, 
detailed health-related data that are primed to be 
transformed into useful information at the personal 
and systems levels. The data must be used optimally 
in the learning health system for the system to gen-
erate useful knowledge for researchers and in turn to 
leverage this knowledge more quickly and effectively 
in clinical practice. However, a learning health system 
remains more an aspiration than a consistent achieve-
ment, in part because of an inability to leverage rel-
evant data fully.

Our purpose is to identify the principal opportuni-
ties to promote sharing, curation, and use of data for a 
learning health system and the research ecosystem. In 
particular, we focus on options for a strategic federal 
initiative, with additional consideration of the role of 
others. We articulate the aspirations for data sharing 
initiatives and metrics for tracking. Three overarching 
vital directions are needed to create a health and re-
search system that is based on data sharing: change 
the culture and incentive structures of the health sys-
tem, encourage people’s access to their data by lever-
aging their established rights to their data, and provide 
seamless means to curate and produce usable data 
from disparate sources.

Progress 

In recent years, policy makers, organizations, and in-
dividuals have advanced efforts to promote the cul-
ture and infrastructure needed to support the secure 
accessibility of health and health care data (Ross and 
Krumholz, 2013). For example, the companies that are 
part of the Pharmaceutical Research and Manufactur-
ers of America (PhRMA) have committed to sharing 
their trial data with researchers (PhRMA, 2013). 

There is parallel progress in health care. The spread 
of digital health data has created the opportunity for 
people to view, download, and transmit their health 
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care data and has introduced the possibility of co-
alescing data from disparate sources. The adoption 
of electronic health records (EHRs) was an objective 
of the Health Information Technology for Economic 
and Clinical Health (HITECH) Act of 2009 and the Fed-
eral Health IT Strategic Plan (Henry et al., 2016; ONC, 
2014). In 2011, only 28% of hospitals had a basic EHR. 
By 2015, almost all hospitals (96%) had certified EHR 
record technology. 

Many regions of the country have taken substantial 
steps to promote data sharing and begin the transition 
to a learning health system. Regional health informa-
tion exchanges, despite their limitations, represent 
progress. An example is the MyHealth Access Network, 
a nonprofit HIT utility in Tulsa, Oklahoma, supported 
by ONC as part of the Beacon Communities Program 
(MyHealth Access Network, 2016). MyHealth supports 
health-data collection by creating a regional health 
information exchange that as of 2012 contained the 
medical records of 1.8 million patients (Tulsa Beacon 
Community, 2012). The system ensures that every 
health practitioner who sees a patient has access to 
the patient’s full medical history, and it enables doctors 
seeing the same patient to coordinate care (Kendrick, 
2011). 

The promulgation of standards, the implementation 
of appropriate legislation and regulations, the public 
attention to what ONC termed information blocking, 
the growth of public activism regarding health infor-
mation, and technologic advancements have sped 
changes in expectations and capabilities (NIHOER, 
2016; ONC, 2015b). Information blocking was stated in 
a congressional report by ONC to occur “when persons 
or entities knowingly and unreasonably interfere with 
the exchange or use of electronic health information” 
(ONC, 2015b). Nevertheless, the focus on common 
data models, interoperability, and application program 
interfaces (APIs) and authorization protocols are trans-
forming what is possible with regard to secure health-
data movement. The common data models are stan-
dards to enable different databases to align elements. 
APIs—which are software programs, protocols, and 
tools—are making it easier to move information from 
one location to another. New standards with an API, 
such as the Fast Healthcare Interoperability Resourc-
es (FHIR), hold the promise of accelerating interoper-
ability. Authorization protocols, such as OAuth 2.0, are 
providing easier and more secure ways to ensure that 

appropriate people can gain access to data.
The health care and research worlds are also con-

verging with respect to data flow. An example is the 
Precision Medicine Initiative’s introduction of the 
Sync-for-Science concept. That effort seeks to engage 
people in acquiring their health-related data, includ-
ing data from EHRs, and transmitting the data into re-
search databases (PMIWG, 2015). 

National legislation and guidance from ONC and 
DHHS are accelerating the transformational change 
to a digital health-data environment (ONC, 2015a). 
The 1996 Health Insurance Portability and Account-
ability Act (HIPAA) made clear that Americans have a 
right to access their health data, to have an accounting 
of their health information, and to correct or amend 
their health information (HealthIT.gov, no date a). The 
HITECH Act, a part of the 2009 American Recovery and 
Reinvestment Act, made clear that Americans have 
a right to acquire their personal health information 
(PHI) in an electronic format; as a result, gatekeepers 
to those data are obliged to provide the data on re-
quest (DHHS OCR, no date). The legislation stated that 
a person can be charged only the labor cost. The DHHS 
Office for Civil Rights (OCR) guidance states that, “while 
a covered entity is not required to purchase new soft-
ware or equipment in order to accommodate every 
possible individual request, the covered entity must 
have the capability to provide some form of electronic 
copy of PHI maintained electronically” (HIPD, no date). 
Progress with regard to fees was also made with new 
guidance from OCR released in early 2016. The guid-
ance now states that “a covered entity may charge indi-
viduals a flat fee for all standard requests for electronic 
copies of PHI maintained electronically, provided the 
fee does not exceed $6.50, inclusive of all labor, sup-
plies, and any applicable postage” (HIPD, no date). 

ONC released a Shared Nationwide Interoperability 
Roadmap in 2015 (ONC, 2015a). The short-term goals 
(for 2015–2017) focus on “sending, receiving, finding 
and using priority data domains to improve health 
care quality and outcomes.” The longer-term goals (for 
2018–2020) address the need “to expand data sourc-
es and users.” The even longer-term goals (for 2021–
2024) seek broadly to “achieve nationwide interoper-
ability to enable a learning health care system, with the 
person at the center of a system that can continuously 
improve care, public health, and science through re-
al-time data access.” ONC also released a federal HIT  
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strategic plan for 2015–2020, which stated that the 
mission is to “improve the health and well-being of in-
dividuals and communities through the use of technol-
ogy and health information that is accessible when and 
where it matters most” (ONC, 2014).

Many federal agencies are sharing data at an in-
creasing pace. For example, the Centers for Medicare 
& Medicaid Services (CMS) began releasing data sev-
eral years ago and has progressed quickly to sharing 
information of many kinds, including data on hospital 
discharges, physician volumes, drug prescribing, and 
durable medical equipment (CMS, no date; Ornstein, 
2016). Moreover, CMS is building APIs that will enable 
Medicare beneficiaries to connect their CMS data to 
personal applications in ever easier and more expedi-
tious fashion.

The expansion of alternative payment models 
(APMs) makes health data sharing more important and 
creates new incentives to do so. The APMs are likely 
to grow more rapidly with the advent of the Medicare 
Access and CHIP Reauthorization Act of 2015, which in-
troduced a Quality Payment Program. APMs serve as 
an impetus for data sharing, as the move away from 
a fee-for-service (FFS) model creates a need for longi-
tudinal patient data to enable effective and efficient 
care over a patient’s lifetime. In a FFS model, institu-
tions could get by with data about individual episodes 
of care; in APMs, institutions increasingly need HIT sys-
tems that integrate data over time and enable sharing 
with other institutions as needed to provide longitudi-
nal care and act to promote health. For example, Blue 
Cross Blue Shield of Massachusetts launched an APM 
in 2009 called the Alternative Quality Contract, which 
pays a fixed amount, linked to quality measures, for 
each patient during a specific period. To manage popu-
lation health with multiple providers in such a system, 
Blue Cross created a data-reporting system that helps 
physicians with medical management and provides a 
mechanism to share best practices and monitor qual-
ity measures. The infrastructure in the system could 
serve as the base for a broader data-sharing system. 

Progress is being promoted by many nongovern-
ment organizations. DirectTrust is a nonprofit collab-
orative that consists of providers that seek methods 
for a secure, interoperable health information ex-
change via the Direct message protocols (DirectTrust, 
2012). The Argonaut Project is a collaborative effort to 
facilitate data sharing by using FHIR (FHIR, 2015). The 

CommonWell Health Alliance is organizing HIT compa-
nies and other stakeholders to promote interoperabil-
ity (CommonWell Health Alliance, no date). Moreover, 
companies that provide 90% of the country’s EHRs and 
several large health systems have signed the ONC In-
teroperability Pledge and committed to consumer ac-
cess, no blocking, ensuring transparency, and imple-
menting standards (HealthIT.gov, no date b).

On the research side, there have been advances in 
the commitment of influential organizations to man-
date data sharing in research. IOM convened meet-
ings over the last several years to discuss data shar-
ing in science and made strong recommendations for 
promoting progress toward a culture of open science. 
Many data holders, including PhRMA, are committed 
to sharing their data, and consortia, individual aca-
demic groups, companies, and others have established 
mechanisms to vet proposals and provide access to 
their clinical-trial assets (PhRMA, 2013). 

Funders are increasingly linking financial support 
with data sharing. Organizations that include the Na-
tional Institutes of Health (NIH) and the Patient-Cen-
tered Outcomes Research Institute have mandated 
some forms of data sharing as a condition of funding 
(Goodman and Krumholz, 2015). They have developed 
platforms for sharing, are investing in the concept of 
a data commons, and are committed to testing policy 
and infrastructure approaches. The Wellcome Trust is 
seeking to identify structures to enable sharing, stating 
as its aim “to ensure that the data generated by the 
research we support is managed and shared in a way 
that maximizes the benefit to the public” (Wellcome 
Trust, no date a). Wellcome is also launching a new 
publishing platform, which will encourage publication 
and data sharing (Wellcome Trust, no date b). Leaders 
of advocacy organizations have formally convened to 
propose shared principles that are based on the rec-
ommendations.

It is of particular note that in 2014, the Bill & Melinda 
Gates Foundation promulgated one of the strongest 
requirements for sharing, making it a contingency of 
being funded (Straumsheim, 2014). The foundation 
states that “information generated during the course 
of our investment activities—in the form of research 
studies, data sets, evaluation results, investment re-
sults and strategy-related analytics—is significant pub-
lic good. Access to this information is important for ac-
countability, provides valuable learning to the sectors 
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that we support, will facilitate faster and more well-in-
formed decision making, and contributes to achieving 
the impact we seek” (Bill & Melinda Gates Foundation, 
no date a). The foundation also adopted an open-ac-
cess policy that “enables the unrestricted access and 
reuse of all . . . peer-reviewed published research fund-
ed . . . by the foundation, including any underlying data 
sets” (Bill & Melinda Gates Foundation, no date b).

The International Committee of Medical Journal 
Editors, on January 20, 2016, released a proposal that 
could change the landscape of research data sharing 
(Taichman et al., 2016). The committee stated the be-
lief that there is “an ethical obligation to responsibly 
share data generated by interventional clinical trials.” 
It proposed requiring authors “to share with others the 
deidentified individual-patient data (IPD) underlying 
the results presented in the article (including tables, 
figures, and appendices or supplementary material) 
no later than 6 months after publication. The data un-
derlying the results are defined as the IPD required to 
reproduce the article’s findings, including necessary 
metadata.” The committee received more than 300 
comments and is considering whether to adopt the 
policy or modify it.

Challenges 

Despite that progress, data sharing is not easy or nor-
mative in health care or clinical research. There are 
daunting obstacles to individuals in accessing their 
own health care data, let alone data in a useful form. 
Sharing among researchers, not to mention broader 
access, is still relatively uncommon, although a recent 
study provides evidence of its benefit (McKiernan et al., 
2016).

Clinicians are often missing clinical information on 
their patients, and longitudinal information on patients 
is difficult and expensive to obtain (Smith et al., 2005). 
Health care systems that seek to improve are stymied 
by the lack of longitudinal data, which limits them to a 
partial view of patients. In addition, information on the 
safety and effectiveness of some approved drugs and 
devices is incomplete, and this may undermine surveil-
lance efforts (Brookings Institution, 2015).

Scientists are often blocked from accessing research 
data generated by others even when the work was 
funded by federal agencies. The IOM report Sharing 
Clinical Trial Data: Maximizing Benefits, Minimizing Risks 

states the problem succinctly: “Vast amounts of data 
are generated over the course of a clinical trial; how-
ever, a large portion of these data is never published 
in peer-reviewed journals” (IOM, 2015a). The conse-
quence of this scientific culture is inefficiency and ir-
reproducibility. The incomplete, inadequate, and even 
absent harvest of research data, even those generated 
with public funds, wastes research investment and 
dishonors the contributions of research participants. 
Moreover, it slows scientific progress and impedes 
the self-correcting nature of good science (Silberzahn 
and Uhlmann, 2015). Academic institutions and their 
organizations have been relatively quiet about data 
sharing. For example, the authors of 88% of NIH-fund-
ed journal articles did not deposit their datasets into 
known repositories, and this keeps the data “invisible” 
(Read et al., 2015). 

Despite federal regulations, the path to data access 
is often not easy. Many institutions do not provide 
seamless ways to transmit or download data. Despite 
the advocacy of the OpenNotes movement to make 
clinical notes visible to patients, many institutions do 
not share this digital information without substantial 
effort by patients. Some individuals and organizations 
have formed coalitions to bring attention to the issue, 
such as Free the Data, Get My Health Data, and Get My 
Data [1, 2, 3]. The coalitions are making slow headway, 
and there are reports of resistance by those who are 
concerned that HIPAA prevents people from accessing 
their health information (which is false) or who are not 
clear about the various secure transmission mecha-
nisms, such as Direct (DirectTrust, 2012; Evans, 2016; 
Lohr, 2011). In addition, participants and potential par-
ticipants in clinical trials are often unable to facilitate 
sharing of clinical data. Many people do not under-
stand the power of sharing their own health data and 
are therefore not creating the demand for their data. It 
is noteworthy that Pfizer now shares data collected in 
clinical trials with patient participants, both providing 
patients with nontechnical summaries of trial findings 
and using Blue Button technology to allow patients to 
access all collected medical data directly and integrate 
them into EHRs (Pfizer, 2016). 

For any data sharing to be useful, it will first be nec-
essary to ensure that health-data records are trust-
worthy enough and interoperable among different 
systems. Improving the quality of notes is also relevant 
to written records, although some issues are specific to 
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EHRs. There are reports of egregious errors and grow-
ing verbiage in electronic medical records, especially as 
health providers resort to copy-and-paste to fill out the 
records (Hirschtick, 2006). A 2012 IOM report, Health IT 
and Patient Safety: Building Safer Systems for Better Care, 
found that poor implementation and use of HIT could 
lead to new hazards, such as dosing errors or delays 
in the detection of illnesses (IOM, 2012b). A 2013 re-
port published by members of the American College of 
Emergency Physicians identified the need for EHR us-
ers to have a systematic process to provide comments 
about potential safety problems and other issues with 
the EHR systems—a departure from the current sys-
tem wherein some EHR vendors prohibit users from 
sharing potential dangers, even in academic publica-
tions (Farley et al., 2013). Despite the challenges, there 
remains much that is trustworthy and reliable in EHRs.

The biggest issue is that progress is not fast enough. 
For data holders, sharing can represent the loss of a 
valued asset and the exposure of their work to the 
scrutiny of others, and the incentives of data holders 
are not always fully aligned with those of patients and 
other researchers and physicians. Part of the problem 
stems from the cost structure, wherein data sharing 
requires both upfront and continuing spending on in-
frastructure, administration, standardization, and hu-
man resources (Wilhelm et al., 2014). And of course, 
data holders face substantial opportunity costs—the 
time and resources spent on sharing data that would 
otherwise have gone to conducting new research, run-
ning analyses, and generating new data. One particular 
data-sharing project for Alzheimer’s disease research 
found that 10–15% of total costs and 15% of investiga-
tors’ time was spent on data-sharing activities (Wilhelm 
et al., 2014). Given that more comprehensive data-
sharing projects will impose commensurately higher 
costs on the data holder and that the benefits will be 
spread among all parties, some researchers find them-
selves supporting data sharing for others without shar-
ing their own data. 

Many institutional data holders face a public-goods 
problem with data sharing. Individual data holders will 
not capture the full social benefits of their own data 
sharing and will thus underinvest in sharing even as 
all parties benefit when a single data holder decides 
to share (Hall, 2014). In the language of economics, 
data sharing has positive externalities but internal-
ized costs, and this leads to an undersupply of shared 
data. Mark Hall illustrates that reality with a small-scale  

example of a patient who has seen four doctors and is 
heading to a fifth; only the fifth doctor and the patient 
benefit from the first four doctors’ data sharing (Hall, 
2014). It cannot be assumed that the five doctors share 
patients in the same proportion, and the doctors will 
not necessarily agree to a reciprocal, quid pro quo da-
ta-sharing agreement, inasmuch as different doctors 
have different incentives to share data. Data sharing in 
connection with clinical trials presents a similar conun-
drum. A solution to the problem will require a realign-
ment of incentives that enables doctors and research-
ers to focus on the best outcomes for patients without 
having to bear a disproportionate share of the costs. 

Even those who seek to share data often encounter 
problems. For example, the IOM committee identified 
infrastructure, technology, workforce, and sustainabil-
ity as key challenges in clinical-trial data sharing—is-
sues that apply to all types of health care data sharing 
(IOM, 2015a). However, the IOM committee that stud-
ied the issue could not find a case of “harm” to data 
holders in data sharing.

In health systems, the sharing of data can enhance 
options for patients and reduce barriers to changing 
providers. The issues of access and security are ever-
present concerns. The need to respect privacy con-
cerns associated with a person’s health-related data 
and the need to obtain permission, as appropriate, are 
equally important. The challenge of inadequate meta-
data, including documentation, impedes progress. 
Combining datasets that do not have common data 
models or that have inconsistently applied common 
models—and duplicative, sometimes conflicting, infor-
mation—creates problems in use. The timely updating 
of data that continue to accumulate and the correction 
of errors remain problematic. High-quality, longitudi-
nal health-related data remain missing, particularly 
data generated from devices and responses to patient-
reported measures and surveys.

Another issue is the movement of health care data 
without patients’ permission. The Shared Nationwide 
Interoperability Roadmap states that the goal is a sys-
tem with the patient at the center (ONC, 2015a). How-
ever, massive amounts of data are moving without peo-
ple at the center. One company claims to have some 
300 million EHRs—but without the people’s permis-
sion (Lohr, 2016). Many companies traffic in a health-
data economy, but patients are rarely asked to provide  
permission for movement of their records. Permission 
is not always possible, and there are permitted uses 
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and disclosures, but it is possible that there can be 
greater focus on making it easy for people to be in-
volved in decisions about their data.

The issue of permission is also bound to the issue 
of combining datasets. A 2012 paper in Nature Reviews  
Genetics identified the need to merge EHR data among 
regions to maximize the gains for research. The authors 
argued that true data interoperability would require 
“the development and implementation of standards 
and clinical-content models for the unambiguous rep-
resentation and exchange of clinical meaning” (Jensen 
et al., 2012). All data-sharing activities today proceed 
with the institution at the center. As long as Institution 
A shares data with Institution B without involving the 
person to whom the data belong, there will be dupli-
cative and incomplete data and difficulty in collecting 
them longitudinally. However, systems that are cen-
tered on the person allow much clearer and cleaner 
data sharing, much as financial systems allow people 
to move funds among financial accounts, instruments, 
and institutions. The person gives permission and 
manages issues surrounding identity. Such systems in 
health information management would produce the 
same benefits.

The size and complexity of the data require new 
techniques if the data are to yield important insights. 
Emerging big-data tools, which have proved valuable 
in other fields, have little utility without useful data. In 
the research arena, progress is slow; many studies are 
never published or reported—at least within a reason-
able timeframe—and data sharing is an infrequent 
and often unavailable option (Ross et al., 2012). The 
computational burden may also be large and require 
new investment. Data sharing involves considerable 
costs, such as the costs of developing an infrastruc-
ture, curating the data, supporting security measures, 
and making operations transparent for clinical re-
search sharing. Who would pay for such systems and 
how the return on investment would be measured are 
still unclear. Perhaps the most critical issues to be ad-
dressed are how the systems can be sustainable and 
who should bear the burden of the costs.

Priority Considerations

The following considerations apply to the sharing of 
research data and health-related data (most often 
with patient permission). The overall goal is to increase 
the capacity of the health care and medical-research  

enterprises to enable efficient, secure, and permission-
based sharing of data—and for people to be involved, 
to the extent possible, in decisions about their data. 
Moreover, in cases in which detailed consent is not 
possible, there is an imperative to remain attentive to 
privacy concerns. The considerations are in five main 
categories: foster a culture of data sharing, improve 
incentives for data sharing, create legal and regulatory 
tailwinds for data sharing, strengthen the infrastruc-
ture for data sharing, and invest in research and train-
ing related to data sharing.

Foster a Culture of Data Sharing 

Improvements in data sharing in health care and sci-
ence start with fostering a culture. For data sharing and 
its use to spread, the culture of health care and science 
will need to evolve in such a way that refusal or inabil-
ity to share is understood as against the best interests 
of individuals and society. In health care, there should 
be a broad understanding of the rights of a person to 
view, download and access, and transmit or share his 
or her own health data, although it is important to re-
member that people retain the right not to share data. 
In research, there should be an understanding that 
good science and good scientific citizenship require 
that participant-level data be available for evaluation 
and reuse. Cooperative efforts among government, 
academic institutions, industry, consumer-advocacy 
organizations, and experts in science, health care, 
and ethics could set common expectations and build 
on foundational consensus documents, such as those 
produced by IOM. Statements by DHHS Secretary Syl-
via Burwell and NIH Director Francis Collins have dem-
onstrated strong support for data sharing (Bowman, 
2016; Healy, 2014). Such leadership and expectations 
need to be internalized throughout the health care and 
scientific communities.

There is a need to attend to the culture in medicine 
that has typically marginalized the right of people to 
be able to access their health records, failed to em-
phasize the potential for data to create smarter and 
more responsive health care delivery, and created the 
notion that investigators have discretion over sharing 
research results and data. An initiative directed toward 
fostering a culture of data sharing is warranted. The 
following proposals would help to kick-start the shift to 
a culture of data sharing: 
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• Engage social scientists to define cultural and eco-
nomic forces that support the status quo.

• Define benefits of data sharing for different  
stakeholders.

• Identify levers that will change cultural norms re-
garding data sharing, recognizing that much of that 
change will come from new incentive models.

• Support working groups to develop clear articula-
tion of the societal value of data sharing.

• Educate the public about data sharing, being atten-
tive to privacy issues, including cases that illustrate 
the value.

• Define interventions to change the culture regard-
ing data sharing in health care and medical re-
search.

Improve Incentives for Data Sharing

Behaviors that are counter to a culture of data sharing 
are reinforced by current incentives. Those incentives 
benefit those who sequester data assets, uphold bar-
riers that prevent people from accessing their records, 
deny organizations the ability to leverage data, and 
prevent scientists from sharing data. The evolution 
to a culture of data sharing will require a shift in the  
incentives:

• Develop rewards for data sharing and develop pen-
alties for not sharing data.

• Require, to the greatest extent possible, the sharing 
of trial data with the publication of trial results.

• Encourage publishers to require that data be  
deposited at the time of publication.

• Provide reimbursement benefit for health systems 
that facilitate sharing with patients and research-
ers.

• Provide incentives to companies that have data-
sharing programs.

• Give credit for data sharing and downstream use in 
the process for academic promotion. 

• Seek solutions through challenges, such as the 
DHHS Move Health Data Forward Challenge.

• Publicly report metrics on ease of data accessibility 
for patients at the hospital, health-system, or office 
level.

Create Legal and Regulatory Tailwinds for  
Data Sharing 

Legal and regulatory actions by the government 
will be important levers for change. Interest in data  

sharing is relevant to many federal agencies and de-
partments, including ONC, CMS, the Food and Drug 
Administration (FDA), NIH, the Health Resources and 
Services Administration, the Agency for Healthcare Re-
search and Quality, the Department of Defense, the 
Department of Veterans Affairs, and the Centers for 
Disease Control and Prevention. The IOM report Vital 
Signs: Core Metrics for Health and Health Care Progress 
issued a clarion call for coordination and alignment 
among multiple government agencies in the context 
of identifying core metrics for measuring health and 
health care progress (IOM, 2015b). The report argues 
that opportunities are lost when data collected in one 
program do not work synergistically with data in anoth-
er program and when data are not used to create new 
knowledge. Drawing on the example of the IOM Vital 
Signs report, the alignment of many federal agencies 
and departments in support of data sharing is critical 
for providing momentum to change the culture and be-
haviors in the research environment. In fact, as exem-
plified in the federal HIT strategic plan, there is already  
collaboration among federal organizations. 

• Establish discussion, including consumers, on per-
mitted uses and disclosures related to which data 
can be shared without people’s explicit permission 
and provide guidance on informed-consent lan-
guage.

• Continue to link requirements to facilitate sharing 
with funding, certification, and approval.

• Continue to promote and harmonize federal stan-
dards relevant to data sharing.

• Continue to extend federal standards for owner-
ship, security, and privacy of health care data.

• Continually evaluate regulations, such as those 
based on HIPAA, following the guidelines of the 
IOM report Beyond the HIPAA Privacy Rule: Enhanc-
ing Privacy, Improving Health Through Research (IOM, 
2009).

• Require a unique medical-device identifier in every 
relevant electronic medical record and on admin-
istrative claims, building on CMS and FDA recom-
mendations (Rubenfire, 2016).

• Encourage use of standardized authentication 
systems for patient portal access, using the OAuth 
2.0 authorization standard as a model.

• Investigate the value of new approaches, such as 
FHIR, and promote successful models, highlight-
ing not only the approach but best practices in  
implementation.
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• Promote the provision of information to people 
about their data rights.

• Develop mechanisms for easy public reporting of 
instances of information blocking.

• Penalize information-blocking.
• Establish an honor roll for health-related compa-

nies that have exemplary sharing policies.
• Penalize academic institutions that do not share 

data produced with federally funded grants.
• Highlight publicly the data-sharing performance of 

academic institutions.
• Provide benefits for data sharing in the drug-ap-

proval and device-approval process.
• Require data sharing (following the IOM recom-

mendations) for studies that use public funds.
• Support the idea of data sharing related to trials 

published in journals. 

Strengthen the Infrastructure for Data Sharing

As noted in the IOM report, platforms for storing and 
managing trial data efficiently are inadequate. The lack 
of infrastructure applies equally to a variety of data 
assets in health care and science, including personal 
health information and basic-research data.

• Convene stakeholders and seek common require-
ments for infrastructure.

• Investigate economies of scale and benefits of  
competition.

• Define particular needs of different stakeholder 
groups.

• Identify opportunities for joint ventures between 
aligned groups, including federal agencies and de-
partments.

• Investigate sustainable business models for data-
sharing infrastructure.

• Investigate government solutions for data-sharing 
infrastructure.

• Define minimal costs of high-quality data sharing in 
different venues.

• Develop means of promoting FAIR (find, access, in-
teroperate, reuse) principles (Wilkinson et al., 2016).

• Create standards that guarantee people access to 
their own research data.

• Create standards for informed consent that  
consider reuse of research data.

• Invest in the human capital necessary to ad-
vance an ecosystem that promotes data sharing. 

• Continue to open federal databases to the public 
through APIs such as FHIR (or other suitable means).

• Continue development and dissemination of on-
tologies (the classes, properties, and relationships  
between class members with which to model health 
data sharing).

• Investigate a unique national patient identifier and 
other strategies to combine a person’s health-relat-
ed data.

• Support the development and implementation of 
participant-centric data-sharing solutions.

Increase Capability by Investing in Research on 
Data Sharing 

Success in optimizing the organization and use of data 
to achieve better health and health care will depend on 
the capability of generating knowledge. The capability 
to do so will require investment in research that is ger-
mane to data sharing. We need to apply what we know 
while developing more fully the science that underlies 
successful and sustainable data sharing in health care 
and science. 

The issue of data sharing has technological, compu-
tational, organizational, economic, and social dimen-
sions, all of which require study. Research investment 
should span data science, implementation science, 
management science, network science, economics, 
law, and health policy. 

Also important is the scope of research in data sci-
ence. Designing a new assay is considered scientific, 
but developing a new genomic alignment algorithm or 
approach for data interoperability is not. To embrace 
data-driven health care, we need a culture shift in what 
is considered science, as distinct from infrastructure, 
from a computational perspective. 
• Develop novel approaches to deidentification and 

privacy concerns.
• Support national surveys of the public’s views on 

data sharing in health care and science.
• Support funding for primary informatics research 

that is relevant to data sharing.
• Develop analytics suited to shared data and their 

particular challenges.
• Develop methods that address data access and  

security.
• Develop methods to enhance data sharing for 

people who have limited technical ability, health  
literacy, or access to technology. 
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• Develop platforms that increase the efficiency and 
transparency of sharing.

• Develop tools and methods to support infrastructure.
• Test, strengthen, and refine or improve common 

data models.
• Develop new models of academic credit for sharing 

data.
• Develop analytics tuned to issues peculiar to data 

sharing.
• Develop strategies that lower the cost of data  

sharing.
• Test strategies for enforcing data-sharing policies.
• Investigate benefits, risks, and costs associated 

with data-sharing, especially as behavior evolves.
• Investigate ethical underpinnings of the imperative 

to share data for societal benefit.
• Investigate state-based initiatives to assess effects 

of data sharing, and use states as laboratories.
• Build on evidence-based methods in other fields; 

pilot-test strategies for engaging the public.
• Evaluate the quality of data being shared and stan-

dards for sharing.
• Provide funding mechanisms for data sharing.
• Value those who contribute to data science as we do 

other researchers and health care professionals.

Options for Strategic Federal Initiatives 

Strategic federal initiatives are needed for issues 
whose substantial consequences span multiple levels 
of influence. An overarching strategy to promote shar-
ing, curation, and use of data to improve health and 
health care must address key impediments to progress 
and promote a view of a better future while articulat-
ing the features of that future. The recommendations 
above focus attention on linchpins in the movement 
toward data sharing: culture, incentives, infrastruc-
ture, and capability. Only the federal government, with 
its many agencies and departments, can provide the 
impetus for each of those to enlist the support of other 
key stakeholders nationwide. Such a pathway would 
build on successful initiatives that are making data 
sharing better, faster, and less expensive—strengthen-
ing them and enabling data sharing and transparency 
to be vital parts of efforts to improve health care and 
science in tandem, invigorating a data economy, and 
producing marked societal gains. Many of the efforts 
are already under way in the federal government, and 

it is important to avoid duplication. Such an initiative 
could be undertaken by DHHS with the US Chief Tech-
nology Officer and would be best accomplished as a 
White House initiative spanning the government. It 
would also seek to support market forces in leveraging 
government efforts by creating products that facilitate 
the use of increasingly available data. The government 
has the power to recognize achievements, promote 
education about rights and laws, institute standards, 
penalize infractions, and protect individuals. This topic 
is thus primed for a strategic federal initiative, build-
ing on and strengthening existing efforts, to accelerate 
progress toward an era in which digital health-related 
data could fulfill their role in creating smarter, more 
personalized health care and more rapid, timely, and 
efficient science. DHHS should conduct participant-
centric, citizen science–based pilots based on digital 
health data to accelerate learning and begin real-world 
implementation.

Potential Metrics 

Increasing access to health-related data, with people at 
the center, and producing tools to leverage the data as 
part of a learning health system could have dramatic 
effects. The more people own their own health and 
wellness data, the more likely it is that they will be able 
to act on them to create better value for themselves. It 
should be possible to leverage digital data fully to en-
sure that individual health care decisions are informed 
by all the data; that, with permission, the data could be 
used for research and system improvement; and that 
the data could increase transparency in health care 
and be an impetus toward improved quality and re-
duced waste. The potential knowledge trapped within 
those digital data should be released to propel health 
care toward more effective and efficient practice in 
such a way that we could save the time and resources 
currently devoted to chasing data sources and repeat-
ing clinical testing. Medicine would improve if clinicians 
knew that patients would see their work and could 
easily share it with other experts for second opin-
ions. Greater data availability could enable people to 
see how thousands of others who have similar clinical 
characteristics and backgrounds responded to differ-
ent treatment paths and then have an evidence-based 
discussion with their doctors before embarking on a 
specific treatment plan. It is possible that if people had 
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a say in how their data were used and were positioned 
to enable higher-quality, more timely, and more com-
prehensive data to fuel new insights, it could help oth-
er people who had similar problems. Health systems 
and other health care providers could use the data 
to redesign care and improve results. Scientists could 
perceive their data as a public good and would share 
generously, seeking to accelerate progress and finding 
ways to reward most those who enable others to pro-
duce important insights. Savings could be achieved if 
we sought full harvesting of data generated through 
research and provided opportunities for reexamina-
tion, reanalysis, and reinterpretation of study data to 
promote public discussion in search of truth. The qual-
ity of science could increase if researchers knew that 
others would view their work, their operating manuals, 
and their processes. 

Interventions that aspire to promote data sharing as 
a means of improving health care should be evaluated 
by measures that assess progress toward the goal and 
monitor for unintended adverse consequences. Lead-
ing indicators can signal whether other forces are pro-
moting or impeding progress and results. The metrics 
should be used to assess progress in enabling people 
to obtain and use their health data, enabling organi-
zations to share and use their data, and enabling re-
searchers to report and share their data. The devel-
opment of metrics requires input from stakeholders, 
data sources to enable the calculations, and specifica-
tions that promote a reflection of the domain under 
assessment. Details aside, we present below a sam-
pling of metrics that could be used to track progress in  
data sharing:

• Percentage of  late stage clinical trials by funder 
with complete and accurate reporting in clinicaltri-
als.gov within 12 months and publication within 18 
months of completion.

• Percentage of clinical trials by academic center re-
ported within 12 months and published within 18 
months of completion. 

• Percentage of nation’s hospitals that have Blue But-
ton capability, the ability of patients to view and 
download their personal health records.

• Percentage of 1,000 largest physician offic-
es that make it possible for patients to view, 
download, and transmit their EHR information. 

• Percentage of nation’s 100 largest hospitals to move 
data by FHIR API with a common data standard.

• Percentage of patients in nation’s hospitals who 
have patient portals.

• Percentage of hospitals and offices that have  
high-quality data from patient portals, according to 
high-quality data standards.

• Percentage of academic institutions that com-
mit to incorporate data sharing into decisions on 
 individual promotions.

• Percentage of academic institutions that have data-
sharing initiatives.

• Percentage of federally funded medical-research 
grantees who report results in a public venue  
within 12 months of finishing their studies.

• Number of publications per year that are based on 
NIH-shared datasets.

• Number of publications from prominent data shar-
ing efforts.

• Number of complaints about information blocking 
and its root causes.

• Number of initiatives for data sharing throughout 
federal agencies.

Conclusion 

Data sharing, data curation, and data use for a con-
tinuously learning health system hold great potential 
for promoting better engagement by people in their 
health and health care, better care, less waste, better 
outcomes, and greater progress toward medical break-
throughs. To move forward, there are three vital direc-
tions. The first is a change in the culture and incentive 
structure of the health system and research enterprise 
to move away from a status quo anchored in an en-
vironment that offers little opportunity for data shar-
ing. The inefficiencies, errors, restrictions, duplication, 
and waste imposed by barriers to sharing and use of 
digital health-related data cost lives and resources. The 
second direction is to encourage people’s access to 
their data by clarifying and strengthening their rights 
to their data. This would require changes in regula-
tory structures and the creation of the tools and infra-
structure needed for patients to put their data to work 
for them. Building on the first two, the third and final 
direction is to provide seamless means to curate and 
produce usable data from disparate sources to pro-
mote opportunities for improvements in health and 
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health care. Data can fuel the learning health system of 
the future; but as long as data remain in discrete silos, 
people will be unable to leverage their own data fully 
to create maximum value for their own health. Moving 
toward an enlightened system that grows smarter with 
the accumulation of data will require unprecedented 

levels of collaboration among and communication be-
tween all stakeholders in the health system. Such a 
grand strategy for change offers an ideal opportunity 
for government facilitation and support because these 
changes are likely to yield an immense return on in-
vestment for society.

Summary Recommendations for Vital Directions

1. Foster a culture of data sharing. 
2. Create the operational functionality for data sharing. 
3. Build the continuous data-sharing improvement capacity.

Notes

1. Free The Data. http://www.free-the-data.org/.
2. Get My Data. http://getmydata.org/#about.
3. Get My Health Data. https://getmyhealthdata.org/.
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